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DopmyJsp =

AHHOTAIUA

®opmymsip Ha CK3U «RCSP» sBisieTcs: JOKyMEHTOM, YIOCTOBEPSIOIINM TapaHTHUPOBAaHHBIE
MPEeANPUATHEM-U3TOTOBUTEIIEM OCHOBHBIC XapaKTEPUCTHUKU W3ACNUS, OMNPEICNIAIOMNUM KOMIUICKT
MIOCTaBKU U COJEpKAllUM CBEACHHUS OO0 M3MEHEHHMSX B SKCIUIyaTallMOHHOM JOKYMEHTalluu U
muctpubytuBe CK3U «RCSPy, a Taxoke Apyrue JaHHBIE 32 BECh MIEPHO/] SKCIUTyaTalluH.
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CpencTBo Kpunrorpapuyeckoii 3amurbl uHGopmanuu «KRCSP» M

DopmyJsp P

1 O0mme yxkazanus

1.1 O0mme cBenenns

[epen skcmnyaTanueid HEOOXOAUMO BHUMATEIILHO 03HAKOMHTHCS C HACTOSIIUM JOKYMEHTOM H
nokymeHToM  «CpenctBo  kpuntorpaduueckord 3ammthl  uHGopManuu «RCSPy».  IlpaBumma
nosb30BaHus». Dkcruryatanuss CK3U momkHa OCYIIECTBISATHCS C YYETOM YKa3aHHBIX JIOKYMEHTOB, a
takke c yderom «[lomokeHust o pa3paboTke, TPOM3BOJICTBE, peATU3alMM M IKCIUTyaTalluu
mu@poBaIbHBIX (KpunTorpadhuueckux) cpeacts 3amuThl nHGopManum» (Ilomoxerune-I1K3 2005).

[Tonw3oBarenu pomyckarTcs Kk padote ¢ CK3U1 «RCSP» mocne n3ydeHus v mpoBepKH 3HAHUHN
MPaBUJI SKCIUTyaTalliy B TpeOOBaHUIl 110 0OecrieueHII0 0€30MacHOCTH.

Jluma, skcmnyatupyromue CK3U «RCSPy», nomxHBl OBITH YCTAaHOBIEHHBIM IOPSAKOM
JIOTYILIEHbI K 00pa0oTKe KOH(PUICHIIUATBHON HHPOPMALIHH.

CDOpMy.TIHp BXOIHUT B KOMIIJICKT ITIOCTaBKH.

Bce 3anucu B Q)opMynﬂpe IIPpOU3BOJAT TOJIBKO YCpHUJIIAMH WA IMacTOM CHHEro HJIH YCPpHOI'O
IBCTOB, OTUCTIIMBO U AKKYPATHO. He3aBepeHHLIe HCIIPABJICHUA HE JOITYCKAIOTCH.
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DopmyJsp P

2 O01ue cBeAeHUs 00 U3AeJINHU

Nsnenune: CK3U «RCSP» —87919134.501430.744.

MsroroBurens: OO0 «Pych-Tenekom».

CK31U «RCSP» mpexncraBiasier coOoli HaOOp MNPOrpaMMHBIX MOJIYJICH, peaTu3yIoInuX
Kkpunrorpadguueckue QyHKIMH B COOTBETCTBHH cO creiubukaiuein «Cryptography Service Provider»
(CSP), u mpenocTaBisieT BO3MOXKHOCTh HCIIOJb30BaHHMS COBOKYITHOCTH PA3JIMYHBIX MPOTrPAMMHBIX
uHTepQEicCoB Il BCTpaWBaHHUsA B MpHKIaAHOE nporpammuoe obecrieuenue (I1I10), a Taxke ms
MCIIOJIb30BAHUS B MPHIIOKEHUSIX, HCTIOB3yromuX ¢yHkuu CSP.

CK3U «RCSP» mpenna3znaueHo ajsi oOecrieueHus 3alUThl OTKPHITON W KOH(UACHIUATIEHON
uHpopManMu (B TOM 4YHCJIE NEPCOHAIBHBIX JAHHBIX), HE COZIEp)Kallell CBEACHUI, COCTABISIONINX
rOCY/IapCTBEHHYIO TaiHY.

3akpeiTeie Kimtoun, npumenseMbie B CK3U, sBnstoTcst KoHuAeHInaIsHOH HHPOPMAIUEH.
CK3U «RCSP» mpenHazHaueHO Ui BHITOTHEHUS CIEAYIOMNX (YHKIIHIA:

— sammdppoBanue U pacimudpoBanue (B coorBercTBuu ¢ anroputmom ['OCT 28147-89)
JaHHBIX, COJIEPIKAIUXCS B 00JIACTSIX ONepaTuBHOM namsatu DBM;

— BBIpa0OTKa UMUTOBCTaBKH (B cooTBeTcTBUH ¢ anroputmom ['OCT 28147-89) st naHHBIX,
coJiepKaluxcs B 00acTsx onepaTuBHOM namsatu OBM;

— Beruncienue xour-¢pyukiun (B coorserctBuu ¢ 'OCT P 34.11-94 u TOCT P 34.11-2012)
JaHHBIX, COJIEPIKALIUXCS B 00JIACTSIX OnepaTuBHOM namsatu DBM;

— BBIpa0OTKAa W TIpOBEpKa DJEKTPOHHOH NOAMHCH (B COOTBETCTBHU C QITOPHTMOM
I'OCT P 34.10-2001u T'OCT P 34.10-2012) naHHBIX, coaepKalIuXcs B OOJIACTSX OINEPATUBHOU
mamsata DOBM;

— TeHepanus NCeBI0CTyYaiiHbIX OCIEe0BATEIbHOCTEH;

— TeHepanus KI4eBoil HHPOpMAIHH;

— BBIpabOTKa OOMIET0 KIF0Ya Ha OCHOBE MPHUHIIUIIA OTKPHITOTO paclpeAesieHHus KIIIoYe Ha
6a3e maremarnueckux coriamreHuit OCT P 34.10-2001 u 'OCT P 34.10-2012;

— uAeHTU(UKAIMS, ayTeHTHPUKaIus, udpoBaHue U UMHUTO3aIuTa TLS-coennnenuii.

CK3U «RCSP» yctanaBnuBaeTcs Ha pa3jIMYHbIE TUIBI alllapaTHO-MPOrPaMMHBIX IUIaTHOpM,
yKa3aHHbIX B pazjene 3.

AnroputM mmdpoBaHus/paciindpoBaHus JaHHBIX W BHIUYHCICHHS UMUTOBCTABKH PEalli30BaH
B cootBercTBHH ¢ TpeboBanusmMu ['OCT 28147-89 « CUCTEMbBI OBPABOTKU MH®OPMAIIN.
SAIIUTA KPUIITOI'PAOUYECKA A».

Anroput™m ¢opmupoBaHus U npoBepku DIl peanuzoBaH B COOTBETCTBUU C TPEeOOBaHUSMHU
IFOCT P 34.10-2001, TOCT P 34.10-2012«MH®OPMALIMOHHASI TEXHOJIOT'USL.
KPUIITOTPA®GUYECKAS 3ALIUTA HNHOOPMAILMU. TTPOLIECCHI ®OPMHPOBAHUS U
[TPOBEPKU AJIEKTPOHHOU LIN®POBOM TOJITUCH».
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AJropuT™M BBIpaOOTKH 3HAYCHHS XAII-(YHKIIUN PEATU30BaH B COOTBETCTBUHU C TPEOOBAHUSMHU
I'OCT P 341194 wu P 34.11-2012 ««MH®OPMALIMOHHASA  TEXHOJIOI'UAL.
KPUIITOT'PAOUYECKASA 3AIIIUTA UTHOOPMALINN. ®YHKIWA XOUINPOBAHM S ».

B CK3M «RCSP» ucnomp3yercss acMMMETpHYHas KJIIOYEBas CXeMa, HAa OCHOBE KOTOPOM
MIPOU3BOINTCS TEHEPALIUS/IIPOBEPKA SIIEKTPOHHOM MOJIMUCH, a TaKkke popMHUpoBaHUE i A0OHEHTOB
YHUKaJIbHBIX KITFOYEH, CO3/JaBa€MbIX Ha OCHOBE IMPHHIIUIIA OTKPBITOTO paCcTIpeIeICHUs KIIOUEH.

CK3U «RCSP» npenocTapnsieT cieayronme nHTepdencs A BCTpauBaHuUs:

— CSP;

— MS Crypto API;

— MS Cryptography Next Generation;

— mnpocrpancTBa uMeH, Bxosmue B .NET System.Security (8 wactu PKCS#7, X.509).

B kadecTBe KIr04YeBBIX HOCHUTENCH MOT'YT UCITIOJIb30BATLCA:

— floppy-nmucku;

— eToken;

— JaCarta;

— Rutoken;

— HaKOIIUTEJb Ha kecTKoM aucke [I1DBM;

— USB-nuckwu.

CK3U «RCSP» obecrieunBaet 3amuTy OTKPHITON M KOHPHUISHIMATHHON HHPOpMAIUH (B TOM
yuciie nepcoHanbHbIX JaHHbIX) 10 ypoBHAM KC1, KC2 u KC3 B coorBerctBuM ¢ "TpeboBaHusIMU K
cpeacTBaM  KpunTorpagpuyeckod 3ammThl  HWHGOpPMAIIHH, OpeIHa3HAYeHHbIM JUIS  3aIIUThI
nHbOpMaNnY, HE COIEpIKallell CBeIeHUH, COCTABISIOMINX TOCYIapCTBEHHYIO TailHY" H MO YPOBHIO
KC «CrneunansHpiM  TpeOoBaHMSIM K MHU(QPOBAIBHBIM  (KpUOTOrpaUyEecKUM) CpEICTBAM,
MpelHa3HAYeHHBbIM JUISl 3alUThl MHGOpMallMu, HE COJepKalled CBEIEHUH, COCTaBISIOLIUX
rOCylapCTBEHHYIO TaliHy, M JKCIUIyaTUpyeMbIM Ha Tepputopun Poccuiickoir denepanum».
KoHkpeTHBII ypOBeHb 3aIUTHI orpeaersiercs: Bapuantom ucrnonnenus CK3U (em. pasnen 3).

ITpu BctpanBanuu CK3U «RCSP» B mpukiiagHble cUCTEMbl HEOOXOAMMO MPOBOAUTH OLEHKY
BIMSIHMS aIlllapaTHBIX, [POrPaMMHO-AMNapaTHBIX W MPOrPaMMHBIX CPEICTB CETH (CHUCTEMBI)
KOH(HIEHIIMATLHON CBSA3M, COBMECTHO C KOTOPBIMM MPEAINOoJIaraercsl mraTHoe (yHKIIMOHUPOBaHHE
CK3U, Ha BeinonHenue npeabsasieHHbIXx K CK3U TpeGoBaHuil B crenyromux ciaydasx:

1. Ecmu undpopmanus, obpabatsiBaemass CK3U, moanexuT 3ammre B COOTBETCTBUU C
3aKoHoaarenbCcTBOM Pocculickoit denepanuy;

2. llpm opranuzanmuu 3ammThl HHpopMmanuu, obpabareiBaemMoit CK3U, B denepanbHbIX
OopraHax MHCIOJHHUTEIbHON BIIACTH, OpraHax MCIOJHUTENBHOW BIacTH cyOBekToB Poccuiickoit
denepaunu;

3. Ilpum opranuzanmu Kpunrorpaduyeckoi 3amuTsl HHGopmaium, oopadateiBaemoit CK3U,
B OpPraHU3allUsAX HE3aBUCHUMO OT MX OPraHM3allMOHHO-TIPaBOBOM (popMbl U (HOpMBI COOCTBEHHOCTH
IIPU BBIMOJHEHUH MU 3aKa30B Ha MOCTAaBKY TOBApOB, BBIOJHEHHE padOT WM OKa3aHHE YCIyT I
rOCYJJapCTBEHHBIX HYXI.
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VYkazaHHyI0 OIleHKYy HeoOxomumo mpoBoauTh 1o T3, cormacoBanHomy ¢ 8 Ilentpom DCh
Poccun.

CK3U «RCSP» nomxHO MCHOIB30BATHCS COBMECTHO C CPEICTBAMH AaHTUBHUPYCHOM 3aIHTHI,
cepruduuupoBanabiMu  PCH Poccun. Kiacc aHTHBHPYCHBIX CPEICTB 3allUTHl ONpPEICISETCS
ycnoBusiMu 3kciutyatauuu CK3U B aBTOMaTU3MPOBAaHHBIX CUCTEMAX.

Pasmemenne CK3U «RCSP» B momemieHusx, B KOTOPBIX OCYIIECTBISETCS 00paboTka
uHbOpMaIUY, COJEpXKallell CBEACHUS, COCTABISIIOIINE TOCYJApCTBEHHYIO TalHY, OCYHIECTBISIETCS
YCTaHOBJICHHBIM TIOPSIKOM.

[13BM, na xortopbix ycranaBnuBaercs CK3U, nomxHbel ObITH JOMyHIEHBI Is1 00pabOTKH
uHpopManuu 1o aercTByoumM B Poccuiickoit depepannu TpeOOBaHUSAM I10 3aIIUTE HHGOPMAIHH OT
YTEUKH MO TEXHUYECKMM KaHajlaM, B TOM 4YHcCIe, 1o kaHainy cBa3u (Hanpumep, CTP-K), ¢ yuerom
MOJIeTH YIpo3 B HHGOPMAITMOHHON CHUCTEME 3aKa34rKa, KOTOPBIM JIOJDKHO MPpoTuBOCTOATh CK3U.

Wucramnauus CK3U Ha pabounx mecrax JOHKHA IPOU3BOJUTHCS TOJIBKO C JUCTpUOYTHBA,
IIOJyYEHHOTO 110 JOBEPECHHOMY KaHally.
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3 BapuaHTbl HCIIOJIHEHUSA

Bapuant wucnonnenuss CK3U omnpenenseT KOHKpETHBIM JUCTpUOYTHB JJIsi HMHCTaUIALUU

komrnoHeHToB CK3M Ha ompefeneHHyl NpOrpaMMHO-allapaTHYO MiIaTGopMmy U oOecreyrBaromui
ONPEACIICHHBIN KJIaCC 3alUTHI.

BapuaHTbl HCTIOJTHEHUS IPUBEEHBI B TaOIUIE

Tabnuua 1 — Bapuants! ucnonnenust CK3U

BapwuanTts ucnonaenutit 1, 2, 3

OrmeparnmmonHas cpeaa AnmapatHas miatgopma

Windows 2000 x86

Windows XP, Windows 2003 Server, Windows Vista, Windows 2008 x86, x64
Server, Windows 7, Windows 8, Windows 8.1, Windows 10

Windows 2008 R2 Server, Windows 2012 Server, Windows 2012 Server | x64
R2, Windows 2016 Server
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DopmyJsp

4 KoMILJIEKTHOCTD

P SN

B xommiext noctaBku CK3U BxomuT auctpuOyTUB Ui KOHKPETHOTO BapUaHTa WCIOIHEHUS,

AOKYMCHTaIusd, COOTBCTCTBYIOUIAA BAapHAHTY HCIIOJIHCHHA,

nokymeHnToB. CocTaB ykaszaH B Tabnuie 2.

Tabmauua 2 — Kommiekr nocrasku CK3U

a TakKiKke piad AOHNOJIHUTCIbHBIX

anmnapaTHO-IPOrPaMMHBII MOy b
JOBEPEHHOH 3arpy3Ku

IMopsaakoBbIi
O0603HauyeHHe HaumeHoBaHue Kou YUYETHBIH IIpumeyanue
HOMep
HuctpubyTus
87919134.501430.744 CK3U «RCSP» (B 3aBHCHMOCTH OT 1 B snexTponHOoM
BapHaHTA UCIIOJIHEHH) BUJIE
HoxymenTanus
87919134.501430.744.00 | ®opmyisp 1 Ha 6ymakaHom
HOCHUTEIEe
87919134.501430.744.P5 | IlpaBuiia moyb30BaHUs 1 Ha 6ymaxuaoM
HOCHUTEIEe
87919134.501430.744.PA PykoBoacTBO amMuHHCTpaTOpa 1 Ha 6ymaxkxaHoMm
HOCHUTEIEe
(TONBKO IJIA
KC3)
— Cepruduxar coorsercteus @Chb Ha OymaxuoM
Poccuu (xomms) HOCHTEIIE
JlomoIHUTEILHO
Ceprudunuposanusiii @Cb Poccun 1 Tompko s KC2

u KC3
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DopmyJsp P

5 CBuETEeILCTBO O PHEMKE

CK3U «RCSP» cootBercTBYeT A3TajoHy, xpansauiemycs B opranuzauuu OOO «Pychb-
Tenekom», 1 IpU3HAHO TOAHBIM K IKCILIyaTal1H.

[Tpu nepenaye quCcTprOyTHUBA 3aMONHACTCA Aajiee pUBEACHHAs (opMa.

Cepuiinblii HoMep nucTpuOyTHUBA:

KomriekTHOCTh AMCTpUOYTHBA:

Buna sHocurens KomnunuectBo IT.

JlaTa BeIITyCKa: « » 20 1.

000 «Pycb-Tenekom»

Z[OJ'[)KHOCTB OTBETCTBEHHOT'O

M.II.

JIMYHAs TOIIMHCh pacumndposka noanucu
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6 CBuaeTe/IbCTBO 00 YIAKOBKE U MAPKHUPOBKeE

CK3U ymakoBaHO W MapKHpPOBAaHO CO CIIEIYIOUIMMHU XapaKTEPUCTUKAMH, CEPUIHBIM HOMEp
TUCTPUOYTHBA YIIAaKOBaH B

BUJ] YITaKOBKH

JlaTa ynakoBKH: « » 20 r.

M.IL

Y1akoBKy pOU3BEN:

oA Ch
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DopmyJsp P

7/ I'apanTuiiHbIe 00513aTEJIBCTBA

I[Ipu wucnonszoBanuu CK3UM «RCSP» oOecreunBaioTcss CIeAYIOIMME TapaHTUHHBIC
00s13aTeNbCTRA:

— [peaIpUATUE-U3TOTOBUTEIb FAPAHTUPYET PAbOTOCIIOCOOHOCTh U3/EHS B COOTBETCTBUHU C
OOBSIBIICHHBIMH ~ XapaKTEPUCTUKaMU  IpU  COONIIOJEHMM  TpeOOBaHMH  HKCIUTyaTallMOHHON
JOKYMEHTAallM1 Ha U3JIEIINCE;

— mnonb3oBatens npuodbperaer CK3UM «RCSP» u  Hecer OTBETCTBEHHOCTh 3a €ro
HCIIOJIb30BAHUE B COOTBETCTBUM C TpeOOBAaHUSAMU M PEKOMEHAAUMSAMH, H3JIOKEHHBIMU B
JKCIUTyaTallMOHHOW TOKYMEHTAallUH;

— B cayuyae BbisiBIeHM B IIO nedekrtoB, He CBS3aHHBIX C HapylLIEHUEM IPaBUII
9KCIUTyaTaluy, TPAHCIIOPTUPOBAHUS U XPaHECHMsI, U3/IEIUE MOMICKUT PEeKIIaMalui, U MPEANPUATHE -
U3TOTOBUTENb O00s3yeTcsl MO TMOJTY4YEHUH peKJIaMalud B BO3MOXHO KOPOTKMHA CPOK YCTPaHUTh
ne(eKThl CBOMMM CHJIaMH M CPEICTBaMHU BIUIOTH JO MOCTaBKM HOBOT'O U3JEIHs, A TAaKKe NPHUHSThH
MEpBbI, UCKITIOYAIOIINE 3TU Ae(PEKTHI BO BCEX OCTAIbHBIX SK3EMILISIPaX U3/ENIHUs;

— TapaHTUMHBIA CPOK U3JIEITHS COCTABISIET 12 MecsIeB;

— HayaJbHOW JaTOW HMCUMCIEHMsI TapaHTUIHOIO CpOKa W3JEIHs SBISETCS JaTa MOCTaBKU
u3nenust nomydarento. [Ipu orcyrctBum B hopMymnsipe OTMETKH O JaTe MPOAAaXH CPOK TapaHTHH
ucuuciusercs ¢ n1atel Boimycka CK3U;

— JeiicTBHE rapaHTHHHBIX 0053aTeIbCTB MPEKpalaeTcs 0 UCTEUEHUH TapaHTUHHOIO CPOKa
WJIM [IPY HAPYLIEHUH NPABUJI XPAaHEHMsI MIIU 3KCILTyaTalluu U3JEIIHNs;

— TMOpeaupusTHe HE TapaHTUPYEeT COBMECTHYIO pa0oTy H3Aenuss ¢ MpOrpaMMHBIM
o0ecriedeHrneM 1t 000pyI0BaHHEM JAPYTHX IPOU3BOTUTEICH.

JlanHbie 0 MOCTaBKe (mpopaxe)

U3ACINA:

(HaMMEHOBaHUE OPraHM3aAlUN-TIOCTABIIMKA (TIPOAABIIA) U3IEIHSI)

JlaTa moctaBku « » 20 roma

(moamnuce)

M. IL
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DopmyJsp P

8 CBejiennsi 0 pekjaaManusx

Pexnamanuu, cBsasannele ¢ okcrnyatanuein CK3U  «RCSPy», nomkHbI HampaBiIsSTbCA
M3rOTOBUTEINIO (ITOCTABIIMKY) U3/EIUs B TUCbMEHHOM BH/IE 110 aAPECY:

214025, Cmonenckas obsacts, CMOIIEHCK TOpoI, Bsizemckast ynuia, 1. 42.
Cpoxk paccmoTpeHust pekyiaManuu - 1 (0uH) MecsI] CO THS MOTYYCHUSI.

[Ipy HECOOTBETCTBMU TMOCTABISIEMOTO U3JIETUs, €ro Taphl, YIAaKOBKH, MapKUPOBKU U
KOMIUICKTHOCTH TPEeOOBAHHSIM COTIPOBOJIUTEIHHON JOKYMEHTAIIMH, MTOJIb30BaTEIh 0053aH HAIIPABHUTH
peKJIaMalliio TOCTABIIMKY B TeueHue 60 Hel co AHS MOCTaBKU U3/IEIHsI.

HOCTaBH_II/IK MNpUHHUMACT pCKJIIaMalulo, C€CJIUW HE YCTAHOBJIICHA BHHaA IIO0JIy4aTcClid B
BO3HHKHOBCHUHU ,IIe(i)CKTa B U3JCIINH.

Bce npenbsaBiasiemble pekiaMalii perucTpupyroTcs B TabuLe

HosxkHocTb, hamuiius
Mepsl, npUHSATBIE
Hara Conep:xaHue peKkJaMaluu U NOANKUCH

10 peKJIaManuu
OTBETCTBEHHOT0 JIUIA
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D
oOpMYyJIsp P
9 CBenennsi 0 XxpaHeHUH
JonxHocTh, hamuiansa u
Jara ycTaHOBKM Ha JlaTa cHATHA C MOJANUCH JINIIA,
YcioBus XxpaHeHus
XpaHeHHe XpaHeHHUs OTBETCTBEHHOIO 32

XpaHeHHe
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DopmyJsp P
10 CBeHeHI/IH 0 3aerHHeHI/II/I N3ACJINA le/l 3KC]IJ1yaTaIII/lI/I
JonkHOCTH damuana
IMognucek
OTBETCTBEHHOI 0 OTBETCTBEHHOI'0 Homep u naTa npuka3sa
OTBETCTBEHHOI'0
JUIAa JUIa
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DopmyJsp P
11 CBenenusi 00 M13BMEHEHUAX
Bce usmenenus, BHocumblie B coctaB CK3U, oTobpaxkaroTcs B cieayromieit Tadmuie
JI0/I5KHOCTD,
XapakTepucTuka bamuaus u
OcHoBaHue OcHoBaHue Conep:xanue
pa6oTsI mocJie MOMUCH JINNA,
(HanMeHOBaHUe | (HAUMEHOBaHUE | TPOBeJIEHHbIX IIpumeuanue
NMPOBEIEHHBIX | OTBETCTBEHHOI0
JOKYMEHTA) AOKYMEHTA) padort N
U3MEHEeHUu i 3a NpoBeJeHne
U3MeHEeHHU I
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DopmyJsp

12 OcoOble OTMETKH
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Dopmyas
pMyJIsp P el
JIuct perucrpanuu U3MEHEHUN
Howmepa nuctoB (cTpanui) Bcero Bxongmmii
H3m. aHHY- JIUCTOB | No okyMeHTa Ne compo- ITonam. Hara
cTpa-
n3Me- 3aMe- | HOBBIX | JHPO- ( Tp) BOAUTEAEHOTO
HHLI) B
HEHHBIX | HEHHBIX BaHHBIX AOKYM. H
JOKYM. gaTa
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