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AHHOTAIUA

Hacrosimuii JTOKYMEHT COJICPKUT OCHOBHBIC CBEICHHUS O CPEICTBE KpUNTOrpadUuecKoit
samuTel uHbopmaruu (mamee — CK3M) «RCSP» m ero kiro4eBOil CHUCTEMeE, ONMCHIBACT IpaBHIIA
MOJIb30BAHUS, CBSI3aHHBIC C YCTAHOBKOH W OJKCIUTyaTalleld, TpeOOBaHUS W PEKOMCHIAIMH 10
pa3MEIICHUIO TEXHUYECKHX CpeAcTB, ucnonbdytonmx CK3U, TpeboBaHus W peKOMEHIAIMH TIO
NPOBEPKE IEIIOCTHOCTH YCTAHOBICHHOrO MporpaMMHoro obecrieuenus (nanee — [10), TpeboBanus u
PEKOMEH/IAIINH 110 UCIIOJIb30BAHUIO CPEJCTB KPUNITOrpaPUIecKoi 3auThl HHPOPMAITUHN B PA3ITUIHBIX
ABTOMATHU3MPOBAHHBIX CHCTEMaX U CPEJICTBAX BHIYMCIUTEIHHON TEXHUKH.

WHcTpyKnM ~ agMUHUCTpaTopaM  O€30MacHOCTH W MOJIB30BATEISIM  Pa3IMYHBIX
aBTOMATU3HPOBaHHBIX cucteM, ucnoib3yromux CK3U «RCSPy», nomkHbl pa3pabarbiBaThCsl C y4ETOM
HAaCTOSIIIEr0 JOKYMEHTA.

Hacrosmuii 10KyMeHT npeaHa3Ha4YeH ISl MOoJIb30BaTelied U aJIMHHHCTPATOPOB 0€30IacHOCTH
Kak pykoBocTBO 10 3kcrutyatanuu CK3U1 «RCSPy.

Hacrosmuii noxkyment cornacoad ¢ @Cb Poccun.
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1 Oomue onucanue CK3U

1.1 O0mme cBenenns

CK31U «RCSP» mpencraBiaser coboli HaOOp MNPOrpaMMHBIX MOJIYJICH, peaTu3yIoInuX
Kkpunrorpadguueckue QyHKIMH B COOTBETCTBHHM co crnenudukaiueit «Cryptography Service Provider»
(CSP), u mpenoctaBisieT BO3MOXXHOCTb HCIIOJIb30BAHUS COBOKYITHOCTH PAa3JIUMYHBIX MPOTPAMMHBIX
uHTepeiicoB AN BCTpauBaHMUA B MpUKIaAHOE nporpammuoe obecreuenue (III10), a Take ams
WCTOJIb30BAHUS B MPHIIOKEHUX, HCTIONB3YIomuX pyakuu CSP.

CK3U «RCSP» pazpaboraHo B TpEéx BapHaHTaxX HWCIHOJHEHUS (MCHOJHEHHE | 1O ypOBHIO
3anuthl «KC1y, ucrionuenue 2 mo «KC2y», ucronuenne 3 mo «KC3»).

CK3U «RCSP» npennasHaueHo At 00€CIeYeHHsT 3alUIUThl OTKPBITONH M KOH(HUACHIHATEHON
uHbopManuy (B TOM YHWCIIE MEPCOHAIBHBIX JAHHBIX), HE COJEpIKAIleH CBEJICHUH, COCTABIISIOLINX
roCyJapCTBEHHYIO TalHY.

1.2 Ha3zHayeHue

CK3U «RCSP» mpenHazHaueHo Ui BHITOTHEHUS CIEAYIOMUX (PYHKIIHA:

— BBIYMCIICHUE W MPOBEpKa 3HaueHus Xdm-pyHkuu B coorBercTBUM ¢ [OCT P 34.11-94,
I'OCT P 34.11-2012;

— BBIYUCIICHUE U TpoBepka snekTponHoit noamucu (JI1) B coorBerctBun ¢ [OCT P 34.10-
2001, TOCT P 34.10-2012;

— TeHepauus nap OTKPBITHINA/3aKpbITEIN Kitouel 1 peanuszauuu anropurma [OCT P 34.10-
2001, TOCT P 34.10-2012;

— TeHepamus THap OTKPBITBHINA/3aKpBITRIA KIIFOUEH Ui peanm3amuu mpotokona TLS 1.0 u
anroput™a ['OCT P 34.10-2001, TOCT P 34.10-2012;

— mudpoBaHUe U BbIpaOOTKAa UMUTOBCTaBKH B cooTBeTcTBUM ¢ ['OCT 28147-89;

— BBIpa0dOTKa MJaHHBIX IS peaTH3alud JBYXCTOPOHHEW ayTeHTH(HUKAIWW, KOHTPOJIS
LEJIOCTHOCTA W KOHpHUACHIMaIbHOCTU HH(MOpMarmonHoro oo6meHa wucnondHenuit CK3U B
COOTBETCTBUH C KJIIMEHTCKOW YacThio porokona TLS 1.0 (RFC 2246, RFC 4357).

CK3U «RCSP» ¢ Touku 3peHus] KpUNTO3aIIMTEl 00ECTIEUNBACT CIECTYIONINE XapaKTePUCTHKU
nH(popManuu:

—  KOH(HUAECHUUATBHOCTH (MOCPEICTBOM MIN(PPOBAHUSA);

— IENOCTHOCTH (MOCPEeACTBOM MM POBAHMUS, UMUTO3ALIUTHI, XemupoBanus u JI1);

— IOpUJIMYecKas 3HAYMMOCTb DJIEKTPOHHBIX JIOKYMEHTOB IPH OpPraHHU3aIMH 3JIEKTPOHHOTO
JOKYMEHTO000poTa B COOTBETCTBUM ¢ DenepalbHbIM 3aKOHOM «OO 3JIEKTPOHHON MOJMHCH» OT
06.04.2011 Ne 63-D3;

— ayTeHTH(HKAIMs  HMCTOYHHMKA/Modydatens  uHpopMmamuu  (C HCIOJIB30BaHUEM
cepTu(UKaTOB OTKPHITHIX KiTtouel crangapTa X.509 u ¢ npumeHneHuneM npoTtokoina TLS).
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1.3 Ucnosb3yemble MporpaMMHoO-annapaTHbie miaTgopmbl

CK31U «RCSP» ycranaBimuBaeTcss Ha THIBI NPOTPAMMHO-aNIapaTHOW  IIAT(HOPMBI,
MpuBeICHHBIE B Tabymiie 1.

Tabmuma 1 — Tun nporpaMMHO-anmapaTHON MIaThOpPMbI

Bapuants! ucnionuenwmii 1, 2, 3

OnepanmoHHas cpeaa Amnmnaparnas miardopma

Windows 2000 x86

Windows XP, Windows 2003 Server, Windows Vista, Windows x86, x64
2008 Server, Windows 7, Windows 8, Windows 8.1, Windows 10

Windows 2008 R2 Server, Windows 2012 Server, Windows 2012 | x64
Server R2, Windows 2016 Server

1.4 Ucnoab3yeMble aJITOPUTMBbI

CK3U «RCSP» conep:kKUT peanu3aluio CIeayIX alrOpuTMOB:

— amroput™M ¢opMupoBaHus U TpoBepku DIl B COOTBETCTBHHM ¢ TpeOOBaHUSIMU
[OCT P 34.10-2001 u T'OCT P 34.10-2012 «MH®OPMAILIMOHHASI TEXHOJIOI'MSL.
KPUIITOIPAGUYECKAS 3AIIUTA MHOOPMAILIMU. ITPOLIECCHI ®OPMUPOBAHUS U
[IPOBEPKU DJIEKTPOHHO! I{U®POBOI TTOAITUCH»;

— aJIrOpuUT™M BBIpa6OTKI/I 3HAUYCHUSA XBH_I-(I)YHKI_[I/II/I B COOTBCTCTBUU C Tpe60BaHI/I$[MI/I
ITOCT P 34.11-94 u TOCT P 34.11-2012 «MHO®OPMALIMOHHAS TEXHOJIOI'USI.
KPUIITOTPA®UYECKA S BALLIUTA NTHOOPMALIMU. ®YHKIMS XDIINPOBAHU SI».

B CK3U «RCSP» wucnonb3yercss acuMMETpH4YHasi KJIIOUeBash CXeMa, Ha OCHOBE KOTOPOM
npou3BoauTCs reHepauusi/mposepka OII, a Takxke QopmupoBaHue i aOOHEHTOB YHHMKAJIbHBIX
KJIFOUeH, cO3/1JaBaeMbIX Ha OCHOBE MPUHLMUIIA OTKPBITOTO pacnpeesnenus Kioueil (mporokon Auddpu-
XennMana).

Ipumeyanue — aneopumm Jupgpu-Xerimana obecneuusaem gopmuposanue ceancoswvix
Katouel UHGopmayuoHno2o obmena, HO He obecneuusaem aymMeHMUPUKAYUIO CEa3bl8AIOUUXCS
cmopon. Tlosmomy Oannvll aneopumm 001HCeH UCNONb308AMbCA COBMECMHO C NPOMOKOIAMU
aymenmugurayuu.

s reneparnun krrodeid B CK3U «RCSP» moimkeH MCIOIh30BaTHCS MPOTPAMMHBIN JTATIHK
CITyJalHBIX YHCEN ¢ WHUIHAIMA3AIMEH OT MPOTPAMMHO-KIABUATYPHOTO JAaTYMKa CIYYaWHBIX YHCEI
(ITKZACY). BapuanTs! ucnonb3oanus CK3U.

ITpu ucnonp3zoBannn CK3U «RCSP» BO3MOXHBI ClIeyIONINe BapHAHTHI €r0 NMPHUMEHEHUS C
TOYKH 3PEHUSI MPUKIIATHOTO TPOTPAMMHOTO 00eCTIeUeHNS .
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— BCTpaWBaHUE B MPHUKIAJHOE MPOTPAMMHOE OOECIICUCHHE C MCIOJIh30BAHUEM Pa3IMYHBIX
MPOTPaMMHBIX HHTEP(EHCOB, MPETyCMOTPCHHBIX TaHHBIMU IPABUIIAMH TTOJIb30BAHMUS;

— wucnons3oBanne CK3UM B coctaBe craHmapTHOro mnporpammuoro obecneuenuss OC
Microsoft Windows.

1.5 CoctaB CK3U1

B cocrae CK3U «RCSP» B BapuanTe wucHojHEeHHUS | BXOAAT CJEAYIOIIUE OCHOBHBIC
KOMIIOHEHTHI:

— mporpammubie Moayiu u3 coctaBa CK3U «RCSPy», peanusyromue kpunrorpadguieckue
npeoOpa3oBaHus;

— MPOrPaMMHBIN MOYJIb KOHTPOJIS LeNoCTHOCTH (haitioB u3 cocraBa CK3U «RCSPy.

B cocrae CK3M «RCSP» B BapuaHTe HCHOJTHEHHS 2 BXOAST CIEAYIONIME OCHOBHBIC
KOMITOHEHTBI:

— mnporpammubie Monynu u3 cocraBa CK3U «RCSPy», peanusyromue kpunrtorpaduueckue
npeoOpa3oBaHuS,

— MpOrpaMMHBIA MOJYJIb KOHTPOJIS 11eJI0cTHOCTH (paiinoB u3 coctaBa CK3U «RCSP»

— ceprudunupoBannbii ®Ch Poccum anmapaTHO-IPOrpaMMHBIM  MOZAYJb JAOBEPEHHON
3arpy3Ku.

B cocraB CK3U «RCSP» B BapuaHTe HUCHOJHEHHS 3 BXOIAT CIEAYIOLIUE OCHOBHBIC
KOMIIOHEHTHI:

— mnporpammubie Moxyiu u3 cocraBa CK3U «RCSPy, peanmsyromue kpunrorpaduueckue
npeoOpa3oBaHus,

— MPOrpaMMHBIN MOYJIb KOHTPOJIS LEeNOCTHOCTH (aitnoB u3 cocraBa CK3U «RCSPy;,

— ceprupunupoBanHbii @Cb Poccun anmapaTHO-porpaMMHBI  MOAYJb JJOBEPEHHOM
3arpysKH,

— TM[porpamMMmHbleé MOIYJH, OOECHEYMBAIOIINE LIEJIOCTHOCTh U  3aMKHYTOCTh  Cpeibl
(YHKIIMOHUPOBAHMSL.
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2 KiroueBast cucremMa

2.1 O01mue cBeneHns

B CK3U «RCSP» wucnonb3yercst KiaroueBas CXeMa, NMOCTPOCHHAs Ha HWCIIOJIB30BAaHUU I1ap
KIIF0Yel (OTKPBITHIM/3aKPBITHIN). DTH KIIIOYH HCIIOIB3YIOTCS IS Olepanuii reHepamun/mposepku 11
U 75 TeHEepalud CHUMMETPUYHOTO KII0Ya, Ha3bIBAEMOTO «OOLIMM CEKPETOM», KOTOPBIA MOXKET
MCIOJIb30BaThCS MPH MHPpoBaHUHU/pacin(ppOBAHUN JAHHbIX.

COBOKYITHOCTh  KJIFOYEH, wucnoiab3yeMmblx Tmpu  pabore CK3M, Ha3bpBaeTCS KIIFOYEBOM
nHpopMmanueli. PU3HYECKUN HOCHTENb, HCIIONB3YEMbIH 11 XpaHCHHs KJIOYEBON HWH(MOpMAaIH,
SIBJIETCS HOCUTEJEM KIII0UEBOI HHPOpMAIUH (KIIFOUYEBBIM HOCUTEIIEM).

B CK3U «RCSP» ucnosnbp3yercss acMHMMETpUYHAs KIIOUEBas CXeMa, Ha OCHOBE KOTOpPOU
nmpou3BoauTCs TeHepauus/mpoBepka OII, a Ttakke dopmupoBanue 1151 aOOHEHTOB YHHMKAJIbHBIX
KIIFOUeH, cO3/1TaBaeMbIX Ha OCHOBE MPHUHIIUIIA OTKPBITOTO pacipeiesieHus KItoueH.

B kadecTBe KI104YeBBIX HOCHUTENCH MOT'YT UCIIOJIB30BATbHCA:

— floppy-mucku;

— eToken;

— JaCarta;

— Rutoken;

— HaKOIIUTEJb Ha )KECTKOM MarHuTHOM jnucke (HXKMJI);

—  USB-nuckwu.

Ilpumeuanue — Jlna 603MOMCHOCMU UCNONb308AHUS YKA3AHHLIX HOcCumeneu HeoOXo0UuMo
Hanudyue coomseemcmsyowux opaieepos. B ciyuae ucnonvsosanus 0ns Xxpanenus Kiouel Kamanioea
HKMJ] unu peecmpa OC ona HXKMJ] unu IOBM mpebyemca npumenenue mpebosanuil no

06paw;eHuio C KJrouamu, npueedeHHbmu 6 HacmoAuem pykogodcmee.

B cocraB KirO4YeBOM CHUCTEMBI BXOIAT KIIIOUHM, COAEPXKALLUECS HA KIOYEBOM HOCHUTENE, a
TaKXe JOTOJIHUTENbHBIE KitouH, (hopmupyemsle (mnu umnoptupyemsie B) CK3U B nporecce paboThI.

Kitoun Ha KIIOYEBBIX HOCUTENSAX XpPAaHATCS B TaK Ha3blBa€MbIX KJIIOYEBBIX Halopax.
KitoueBoit Habop mpencTaBnseT coboil Habop (ailnoB, coaepkamuiics Ha KitoyeBoM Hocutene. Ha
KIIF0YEBOM HOCHUTEJIE MOTYT PacojaraTbCs HECKOJIbKO KIIFOUEBBIX HAOOPOB.

2.2 IIMHBbI KJII0YeH M CPOKHU AelCTBUSA

JIMMHBI UCTIOB3yEMBIX KIIFOUYEH:

— 3aKpbBITHIE KITI0UM 0OMeHa u kiroun D11 — 256 6ut wim 512 Owur,
— CEaHCOBBIC KIIIOUW MHU(PpoBaHUSI — 256 OUT;

—  OTKPBITHIE KIIIOYH 1 Kiroun nipoBepku D11 — 512 wim 1024 Gur.
Cpoxk neiicTBUS 3aKpHITHIX Kirouel u kinroueid D11 — He Gonee 1 roga u 3 mecsies.

Cpok neiictBus kimoueit nmpoepku D11 1 OTKPBITHIX Kitoueil oOMeHa — He 6onee 15 ner.
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B xmoueBoit cucreme CK3U «RCSP» wucnonb3yroTcst ciaenyroniye KIIOYM U KIHOYEBbIE
JJIEMEHTBI:

— mapa kimou Dl/kmou nposepku D11 (ayuna - 256/512 6ur);

— Tapa 3aKpbITHIH/OTKPBITHIA KTF0YM oOMeHa (muymmHa - 512/1024 6ur);

— KJIIOY COTJIaCOBAHMS;

—  KJII0Y 9KCTOPTa KIIF0UeBOM nHpOpManmm;

— CHMMETPUYHBINA KJTI0Y mU(poBaHus cooOmeHus (1aKkeTa);

— BEKTOp WHUIMAIH3AINH (CHHXPOIIOCHIIKA) KPUIITOTPA(YUIECKOTO aNTOPUTMA;
— JIONTOBPEMEHHBIN mapameTtp (y3el 3aMeHbI) KpUITOTpahUIeCcKOro alrOpuT™Ma;
— kirou master secret mporokosa TLS;

—  KJIIOY MPOTPaMMHOT0 JaTYHKA CITy4alHBIX YUCEIT;

—  IapoJib MOJIb30BATENs U JOCTYIA K KIIIOUYy.

CK31 «RCSP» sBisiercss cuCTeMOM C OTKPBITBIM paclipejiefieHueM Kitoueil. B kauecTBe
[10JIb30BAaTEIbCKUX KIIFOYEH HMCIIOJIb3YIOTCS aCUMMETPUYHbIE KJIHOUM 3J1eKTpoHHON moanucu (OII) u
oOMeHa.

[Tonb3oBaTenbCKUe KIIOUM XPaHATCS HA  OTYYKIAEMBIX KIIOUEBBIX HOCHUTEISIX B
3amu(ppoBaHHOM Ha TMaposie BUAE B ¢opMmaTe KIOUYEBOro KoHTeiHepa. KiroueBoil KoHTelWHep
COJICP)KUT TaKke WH(OPMANNI0, HEOOXOTUMYIO JUIsl OOECIICUCHHS KPHUITOTPAUICCKONW 3alTuThI
Kinouer (mumdpoBanue Ha mapose moJb3oBatensa) W ux menoctHoctr. Kmrou TIJICY xpanutcs B
peectpe [IDBM.

IMapa wmou DOIl/kmrou  nposepku Ol  mpemcraBisieTcss  COOTBETCTBEHHO — Mapou
3aKpbITHIA/OTKPBITHIA Kimtoun anroputMa ['OCT P 34.10-2001 wnu 'OCT P 34.10-2012. Kirou DOI1
ucnons3yetcs 1 popmupoBanus I, kimrou nposepku D11 — ans mposepku DI

[Tapa 3aKkpBITBIM/OTKPHITHI KiItouM oOMeHa, kak M mapa kmoueit OII, npeacraBisercs
COOTBETCTBEHHO TMapod  3aKkpbIThI/OTKpBITEIN  kimtoun  ainroputma ['OCT P 34.10-2001 wnm
I'OCT P 34.10-2012. Ucnons3yrotes aiist GOPMHUPOBAHUS KITFOUA COTJIACOBAHUS HA OCHOBE OTKPBITOTO
pacnpenenenus kiaoded no anroputMmy Jduddu-Xemimana, a taxke ans ayTeHTHQUKaUMU Ha 0Oase
OIl. Knrou cornacoBaHusi y OTHpaBUTENs BBIPAOATHIBAETCS M3 3aKpLITOrO KIoya OOMeHa
OTIIPABUTENIA M OTKPBITOrO KJIKO4a OOMEHa IoJIydaTess, y MOJIydareNs — U3 €ro 3aKpbITOro Kiroua
00MEHa U OTKPBITOTO KJIF0ua 0OMEHa OTIPaBUTEIS.

HpI/I HCIIOJIb3OBAHUU ACUMMCTPHUYHBIX KIIOYCBBIX IIap, 3allUIICHHBIX CepTI/I(I)I/IKaTOM
OTKPBITOTO KJIXO4Ya, IIpU BBIpa6OTKe KJII0Ya COTrJaCOBAaHUS AaBTOMATHYECKH OOCCIIEUHMBACTCS
aYTeHTI/I(I)I/IKaI_II/IH CBA3BIBAOIIUXCA CTOPOH.

B oTmenpbHBIX  cioydasx ~— JIONMYCKAaeTCs  OJHOKPAaTHOE  HCIOJb30BaHUE  A(PEeMEpHBIX
ACUMMETPUYHBIX KIIFOUEBBIX Map (reHepalus CIydailHOTO 3aKpbITOTO KIF0Ya U BBIYUCIEHHUE TIO HEMY
COOTBETCTBYIOIIETO OTKPBITOTO KJtoua O€3 3aIlMThl KIIOYEBOM mapbl CepTU(PHUKATOM OTKPHITOIO
kimoya). [lpu ucnonb3oBanuu 3(eMEpHBIX ACHMMETPUUYHBIX KIIOYEBBIX mHap anroput™ Juddu-
XenaMaHa ayTeHTU(QUKALMIO CBSA3BIBAIOIIMXCS CTOPOH HE OOECIeuYMBaeT; B ATOM Cilydae JOJDKEH
HCIOJIb30BATHCS MPOTOKOJ, 00ECTIeUNBAIOIINN ayTeHTU(DUKALIMIO CBSA3BIBAIOIIUXCS CTOPOH.

Knrou oOmena HUCIOJIB3YCTCSL B COOTBCTCTBUHU C HOOKYMCHTOM «PexoMeHgamum 110
CTaHdapTU3aluu. Hcnons3oBanue KpI/IHTOTpa(bI/I‘-ICCKI/IX AJITOPUTMOB, COITYTCTBYHOIINUX NMPHUMCHCHUTIO

8



CpeacrBo kpunrorpaduyeckoii 3amursl nHpopmanuu «RCSP» M

IIpaBuiia no/1b30BaHUS o o

craanaptoB [OCT P 34.10-2012 u 'OCT P 34.11-2012. TexHUYECKHII KOMUTET 1O CTaHIAPTHU3AINH
«Kpunrorpaduueckas 3amura uapopmarmm» (TK 26)».

2.3 YupaBJ/ieHue KJIH4eBOoii cuCTeMOoil

st ahexTuBHOTO pemeHus MpoOaeMbl 3aUTHI HHPOPMaMU HEOOXOIUM TSN KOMILIEKC
Mep, COCTaBHOW 4YacThl0 KOTOPOTO SIBISIETCS YCTAaHOBICHHUE COOTBETCTBYIOIIMX MPABHII JUIS
00CITYKMBAIOIIETO IMEPCOHANA, TOMYIIEHHOTO K padoTe ¢ 3amumaeMoit nadopmanueii u CK3U.

Cxema ympaBlIeHHsS KIIOUEBOM CHCTEMOW MOXKET OBITh IIEHTPATU30BAHHOW  HIU
JEHEHTPAITU30BAHHOM.

Bo03MOXHBI TpY CXEMBI YIIPABICHUS KIKYEBOM CUCTEMOM B 3aBUCUMOCTH OT HCIIOIB3YEMOTO
IIPOrpaMMHOI0 00ecreueHus:

— cepruduuupoBanHbIil o TpedoBanusM O@Cb Poccuu ynocroepsitomuii LEHTp;

— CK3U «RCSP» (mpu uCrosib30BaHUuM KOH(PUTYPAIIMOHHOM yYTHUIIMTHI, BXOASIIEH B COCTaB
CK3N);

— mnporpammHoe obecnieuenue, ocymiectisitomniee Bbi3oBbl CK3U «RCSPy.

[Ippy nDpumeHEeHMM CXEeMBbl YIPABJICHUS KIIOYEBOM CUCTEMOM C  MCIOJb30BaHUEM
ceptuduuupoBanHoro no TpedoBanusiM ®CB Poccum ynocroBepsiomero LEHTpa M TEXHOJIOIMU
Public Key Infrastructure oOecrieunBaeTcsi JETMTHMHOCTb OTKPBITBIX KIFOUCH aCHMMMETPUYHBIX
kio4eBbIX nap OIl u oOMeHa NpH BBINOJIHEHUM TPeOOBaHMN JOKyMeHTauuu npumensemoro YII[ u
HACTOALLMX ITPaBUII I10JIb30BAHMUS.

[Tpu ucnons3oBanun CK3U 6e3 cepTHPHUKATOB OTKPBITHIX KIIOYEH JETUTUMHOCTD OTKPBITBIX
KIouel  Jo/bkHa ~— o0ecneuMBaTbCs — OPraHU3allMOHHO-TEXHUYECKMMU  MEpaMHu,  KOTOphIE
pa3pabaTrhIBalOTC W MPHUMEHSIIOTCS aJAMMHHUCTPATOpPOM O€30MacHOCTH CHCTEMbl WJIM CAMHUMHU
I10JIb30BATEIISIMA (cropoHamy, OCYILIECTBISIOINMHI B3aUMOJICHCTBHE, B ciy4ae
JEIIEHTPAIM30BAHHOI O pacnpezeneHus Kiouei). OTBETCTBEHHOCTh 3a a/IeKBaTHOCTh ITPUMEHSEMBIX
Mep BO3JIaraercsi Ha aAMMHUCTpATOpa WK (M) NOJIb30BaTENeH CHCTEMBI.

[Ipu BBIOOpE crocoba ympaBieHUS KIFOYEBOM CHCTEMOM, HEOOXOJUMO YUYHUTHIBATh, YTO ITOT
BBIOOP BIUSIET HA OTHOIICHHUS B O0JACTH WCIOJB30BAaHUS DIIEKTPOHHBIX MOJIMUCEH, PEryIUpyeMbIX
denepanbHbiM 3ak0HOM «O0 3eKTpoHHO#M moamucu» oT 06.04.2011 Ne 63-D3).

[Ipu BbIOOpE TpeThel cxembl yIpaBieHus KiatodeBoi cucremoit (IIporpamMmMuoe obecrieuenue,
ocymectisitoniee Bo3oBel CK3U «RCSP») HeoOX0auMo yduTHIBATh TPEOOBAHHS, W3JIOKEHHBIE B
paznene 7 HacTosmux npasui nosb3oBaHus ("BerpanBanne CK3U. Mcnonb3oBaHue nmporpaMmMHbBIX
uHTepdeiico"), a Taxke [Tomoxenns [TK3-2005.

Pexomenayercs MCHONB30BaTh LEHTPAIM30BAHHYIO CHCTEMY YIpaBieHUs Kiatouamu. Jlis
OpraHM3alfy I[IEHTPAIM30BAHHOTO YIIPABJICHUS KIIOUEBOH CHCTEMOH HEOOXOAUMO CPOpPMHUPOBATH
ONpeIeEHHYIO OPraHU3aLMOHHYIO CTPYKTYPY, COCTOSIIIYIO U3 CIEAYIOIINX 3JIEMEHTOB:

— lentp ynpasnenus kimoueBoil cucremoit (LIYKC);
— AnmuHuCTpaTOp O€30MaCHOCTH;

— Tloxp3oBarenu.
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OmnwuceiBaeMasi OpraHU3aIlMOHHAasi CTPYKTYpa YIPaBJICHUS KIIOUEBOW CUCTEMOW JOJKHA OBITh
MaKCUMaJIbHO COMpPSDKEHA C CYLIECTBYIOIICH IOJMTHKONW Oe30macHOCTH opraHu3anuu. B ciyudae
ucnonb3oBanusi CK3M «RCSP» B coctaBe Apyrux MpUKIATHBIX CHCTEM CO CBOEH OpraHU3allMOHHON
CTPYKTYpOH yIpaBiieHHsI HEoOXoJIuMa TaKkKe BbIPaOOTKAa €AMHON OpraHU3alMOHHON CTPYKTYpBHI,
YUUTBIBAIOLIEH TPEOOBAaHUS M PEKOMEHAALUU 00€UX OpPraHU3alUOHHBIX CTPYKTYP.

C yderoMm konmuecTBa mosb3oBarenei, padorarommx ¢ CK3U «RCSPy, dyakuun HYKC u
aJIMMHHCTpATOpa MOTYT OBbITh pa3/elieHbl Ha HECKOJIbKO 4YeJIOBeK (Hampumep, MpH Ha3HAYCHUU B
KPYITHOM OpraHu3aIii HEeCKOJbKHX aJIMHHHCTPATOpOB mojapasneneHuil u aanmuaucTparopa [[YKC),
160 00BEAMHEHBI [ BHITIOJIHEHUSI OTHUM aIMUHUCTPATOPOM.

Pe3ynbratroM BBIPAaOOTKM OpPraHU3alMOHHON CTPYKTYphl JOJKEH SIBUTHCS JOKYMEHT,
coJepkaluii TpeOOBaHUS 110 YIPABJICHHUIO KIIOYEBOW CHUCTEMOW B OpTraHM3alldd. Y Ka3aHHBIN
JOKYMEHT JIOJKEH CO3/1aBaThCs Ha OCHOBE HACTOSIIIET0 PyKOBOJICTBA.

2.4 llenTpaau30BaHHOE YIIPpaBJeHHe KIKYeBOil cHCTeMOIi

OcHoBHO¥ 3aauelt ienTpa ynpasienus kiaoueBor cucremont (LIYKC) sBnsiercst opranuzanms
LEHTPAJIU30BAaHHOTO YIPABJIEHUS KIoYaMH (MpU HEOOXOJUMMOCTU TeHepalus KIdei) U JpyruMu
JAHHBIMHU, MCIIOJNIB3YEMbIMH B KIIIOUEBOI cHUCTEME, perucrpanusi MoJIb30BaTesiel pacrpeeieHne
KIII04Yel U obecrieueHue MOoATMHHOCTH OTKPBITHIX KIIIOYEH.

IIYKC (YLI) BbIIONHSIET CAEYIOMINE 3a/1a4H:

— perucTpanys noib30BaTeleil B cucreMe 00MeHa COOOICHUAMY,

— BeJeHMe 0a3bl BCeX MOJIb30BaTelIeH, 3aperuCTPUPOBAHHBIX B CUCTEME;

— TOJyYeHHE OT TIOJIb30BaTeNs 3alpoca Ha 3aBEPEHHE OTKPHITOrO KIOYa, KaK B
3JIEKTPOHHOM, TaK U B OyMa)KHOM BH/JIE;

— TpOBEpKa 3arpoca;

— 3aBepeHHE OTKpPBITHIX KJIIOUeH I0Jb30BaTelel Ha OCHOBE IIOJIyY€HHBIX 3allpOCOB H
3aperuCTpUPOBAHHON HH(pOpMALINH;

— TeHepanus KiIrouei (B cirydae, eciH M0JIb30BaTeN HE TCHEPUPYIOT KIIFOUU CaMH).

— ToJlyyeHHe U 00paboTKa COOOIIEHUI 0 KOMITPOMETALIUH KIIIOYEi;

— OpraHM3anys NapoJIbHOW CXEMBI ONEPATUBHOTO OIOBEIICHUS IIOJB30BaTENIeH, a TaKkKe
NPHUHATUS OT TIONb3oBaTenell wmHpopMamuum 000 BCeX HM3MEHEHHUSX, MNPOUCXOISIIMX B CETH
(koMITpomeTalusi KJIFO4Yed, BOCCTAHOBIICHHE KOH(HUICHIIMATHLHON CBSI3M IIOCIE KOMIIPOMETAIUU
KITIOYEl, BKIIFOUEHHE HOBBIX ITTOJIB30BATEICH, MJIAHOBAs CMEHA KJIF0UeH, BOSHWKHOBEHHE HEIITaTHBIX
CUTyaluH " T.1I.);

— IperocTaBieHUE HH(POPMALUU TOJb30BATENSAM O BBIBEACHHBIX U3 JCHUCTBHUS KIIOYaX
(Hampumep, ¢ UCTOIb30BAaHUEM CIIMCKA OTO3BAHHBIX CEPTHU(PHUKATOB);

— ydacTHe B pa30ope KOH(DIUKTHBIX CUTYAIMH U J0Ka3aTeJbCTBO aBTOPCTBA AJIEKTPOHHOTO
JOKYMEHTA, CHAa0>KEHHOT'O 3JIEKTPOHHOM MOJITUCHIO.

Hns LHIYKC neobxoaumo paszpaborats pernament padotst LIYKC.
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2.5 AIMUHHMCTPATOP 0€30MaCHOCTH

OcHoBHOM  00f3aHHOCTBIO  AJAMHHHCTpaTOpa 0O€30MacHOCTH  SIBISIETCSl  oOecreueHue
oe3onacHoctu (pynknuonupoBanuss CK3U B coorBercTBumM ¢ nokymeHntanue Ha CK3U, a takxke B
COOTBETCTBUHM C APYTUMHU JOKYMEHTaMH, OMNPEACNAIOIMMU MpaBuia pabOThl € 3alIMIIAEMONW U
KItoueBoi naopmanmeii (momutuka 6e3omnacHoctu, perimament LIYKC (Y1) u T.11.).

OcHOBHbIE HaNPaBJIEHUS 1EATEIbHOCTH aJIMUHUCTPATOPa OE30MMACHOCTH

— perucrpauus HocUTelel, ¢ KoTopbix npousBoautces ycranoBka CK3M, OC u npouero I10,
ycTaHaBiauBaemoro Ha [IDBM;

— KOHTPOJIb LEJIOCTHOCTH IPOrPaMMHOI0 00€CIICUEHMS;

— HWHCTPYKTaX Toib3oBareneii o mopsake padorer ¢ CK3M, ucnosib3oBaHUW KITHOYEH,
nopsiake padotel ¢ [I9BM u T.1.

— HacTpoiika cpens! pynkunonuposanusi CK3U;

— yIpaBlIEHHE JOCTYIOM ToJib3oBaTeneil cucremsl K 110 U 1aHHBIM, BKIIIOYasl YCTAaHOBKY U
MEPUONYECKYI0 CMEHY 1apOoJIeil, ypaBieHUe CPeACTBAMU 3allUTHI.

— B cayyae c6osa B pyukiuonuposanuu CK3U, OC, npouero [10, kommnpomeranuu Kiroden
U T.JI. — BBISICHEHHE MPUYUH U BOCCTAHOBJIEHHE HOPMAIbHON PaOOTHI.

— OIIOBEIICHHWE IIOJIb30BaTeNed O  MPOUCXOMAUIMX  COOBITUSX  (IUIaHOBasi — CMEHa,

KOMIIPOMETAIIHsI KITFOYeH U T.1.).

Ecnmu monp3oBaTenield MHOTO, ¥ OHH TEPPUTOPHATBHO PA3HECEHBI, TO MOXXHO HA3HAYHWTH B
KOKJIOM IOAPAa3/ICIICHHH OPraHu3alliy aJMUHHCTpaTopa O€30MacHOCTH T'PYIIBI MOIb30oBaTeneid. B
TakoM ciydae BzaumozeiictBoBath ¢ LIYKC (VL) OyayT anMuHHCTpaTOpHI TPYII MOJIb30BATENCH, a

HE CaMU I10JIb30BAaTCIIN.

2.6 IMToab30BaTeab

[Tonp3oBaTenr — CcyOBeKT, HemocpeAcTBeHHO B3aumopelcTBytoumii ¢ CK3U u
notpeOsiromuii ero ycnyru. OT mosib3oBaTenss TpeOyeTcs HEYKOCHUTENbHOE COOI0/IeHHE MpaBil
paborel ¢ CK3U B coorBerctBumM ¢ JokymeHtauueil Ha CK3M, B COOTBETCTBHM C JAPYIMMH
JOKYMEHTaMH, ONpEeACAIOMMU MpaBuWia padOThl C 3allUIlaeMOd W KIH0UeBOM HH(popMmarmen
(monutuka Oe3zomacHoctH, periameHT LIYKC (VL) m T.m.), a Takke 3aMHTEPECOBAHHOCTh B
NIpaBUIIBLHOM U Oe3omacHol paboTe ¢ 3amumaemoit nunpopmanueit u CK3U.

2./ dopMupoBaHHE KJIIOYeH

DopMUPOBAHUE KITIOUEH MPOU3BOIUTCS

— TIOJIb30BATENsIMH Ha CBOMX pabOYMX MecTax Npu Haauuuu cooTsercTByromiero IO,
peaTn3yIoLIEero BbI30Bbl (YHKIUN pabOThI C KIIFOYaMU;
- HVYKC (YID).

HeHOCpe,Z[CTBeHHO (I)OPMI/IPOBaHI/Ie KJII0YeH SBJISIETCS YacTbhlO O6H.[CFO mpormnecca, KOTOpLIﬁ
COCTOUT U3 CIICAYIOIIHNX 3TAIlOB:
11
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— peructpays nojb30BaTels;

— (¢opMupoBaHHE JUYHBIX KJIIOYEH TIOIB30BaTeNs (CaMHUM  TOJb30BaTelieM, JHOO
uentpanuzoBanHo B [IYKC (VL));

— 3aBEPECHHE OTKPHITOrO KJIFOYa MOJb30BaTEIIS,

— TIOJYYEeHHE 3aBEPEHHOTO K04 (CIPAaBOYHHKA KITFOUCH) TOJIB30BaTEIICM;

— BBINIOJIHEHHE JIPYTUX JACUCTBUH, mpeaycMoTpeHHbiX perimamenToM [IYKC (VII).

[Ipy wWCmONB30BaHUKM OTKPBITHIX KIFOUEH JODKHA OBITH OOecredeHa WX I[EIOCTHOCTh U
aBTOPCTBO. DTO MOXET OBITh pPeali30BaHO MyTEeM 3aBEPEHHs OTKphITOro kiroda DI moBepeHHOIM
CTOPOHOH (HampuMep, B CIIy4ae HUCIOJIb30BaHUS CEPTU(PUKATOB OTKPBITHIX KIIOYEH), TUOO mpu
MTOMOIIY IOBEPEHHOTO PAaCIPOCTPAHCHUS U XPAHEHUS OTKPBITHIX KIFOUYEH B BUJIC CIIPABOYHHKOB.

[Ipn wucmonp30BaHMKM CEPTU(PHUKATOB OTKPHITHIX KIIOYEH, 3aBepeHHbIX Ol goBepeHHOU
CTOPOHBI, JOJDKHA OBITh obecrieyeHa Oe3omacHasi JOCTaBKa M XpaHEHHE cepTU(UKAaTa OTKPHITOrO
KItoya JoBepeHHoi croponbl (YL[), ¢ ucnomb30BaHHEM KOTOPOTO MPOBEPSIOTCA OCTaIbHBIC
cepTu(dUKATBl OTKPBITHIX KIIFOUEH MOJIb30BaTENEeH, a TaKkke 0e30macHas JOCTaBKa M XpaHEHHE 3arpoca
Ha 3aBEpPEHHE OTKPBITOTO KJII0Ya MOJIB30BaTeNs (B TOM CIy4ae, €CiH 3apoC CaMOMOIMHUCAHHBIN).

Kpome Ttoro, HeoOXoauMO OpraHuM3OBaTh pPACCHUIKY IIOJIb30BATENSIM CIIMCKA OTKPBITHIX
KJIto4ei, BeiBeIeHHBIX u3 aeictBus (COC).

Bces I/IH(1)OpMaI_II/I$I O perucTpanuu HOHBBOB&TCHCﬁ, HU3TrOTOBJICHHNU K.]'IIO‘IGIZ, O BBIJA4YC
IMOJIB30BATCISAAM 3aBCPCHHBIX KJII0YeH B T.A. JOJDKHA OBITH OTpa)X€Ha B COOTBCTCTBYIOIIHX XYypHallaX

(em. 1. 2.12).

2.8 XpaHeHHe KJII0YEeBbIX HOCUTeJIei

JIMyHple KJIIOYEBBICE HOCHUTEIH IIOJIb30BaTEeIeH PCKOMCHAYCTCA XpaHUTL B ceﬁq)e.
Ilonp30oBaTens HECET NEPCOHAIIBHYIO OTBETCTBCHHOCTDH 34 XPAHCHUC JINYHBIX KIIFOYCBBIX HOCHUTENEH.

[Tpn Hammuuu B opranm3anuu, skcroryarupyromeit CK3U1, agmuHICTpaTOpa 6€30macHOCTH 1
HEHTPATM30BaHHOM XPAaHEHHHU KIIIOYEBBIX HOCHUTEJEH, aJIMHHUCTPATOp OE30MacHOCTH OpraHM3aliu
HECET NMEePCOHATbHYIO0 OTBETCTBEHHOCTD 32 XPaHEHHE JIMYHBIX KIIFOYEBBIX HOCUTENEH IMOJIb30BaTEICH.
JIn4HbIe KIFOUEBBIE HOCHTENM aJIMHHHUCTpaTopa O€30MacHOCTH JOJDKHBI XPAaHHUTHCS B €r0 JIMYHOM
celide.

IIpu xpaHeHMH KirOoued HEOOXOJUMO OO0ECTeYHTh HEBO3MOXHOCTh JOCTYNa K KIFOUEBBIM
HabopaMm JIul, He Ha3HAaYEHHBIX JUIs1 pa0OThl ¢ KOHKPETHBIM KIIFOYEBBIM HaOOPOM.

3anpemiaerca OCTaBIATH 0€3 KOHTPOJS BBIYUCIMUTENBbHBIE CPEACTBA, HA KOTOPBIX
skcmuryatupyercs CK3H, mociie BBo1a KIIFOUeBOM HMH(POPMAIIHH.

[Ipu xpanenun xmoueir B peectpe OC w/mnm Ha HDD [19BM TpeboBanusi Mo XpaHEHUIO
JMYHBIX KIIOYEBBIX HOCHTENeW pacmpocrtpansiorcs Ha OBM (K OBM) (B Tom uucne u mocie
ylaJeHUs KIIYel U3 peecTpa).

B ciiyuae HEBO3MOXKHOCTH OTUYKICHHUS KIFOUEBOTO HOCUTEINS C KIIFOYeBOW MH(OpMaIuei ot
OBM  opraHu3anioHHO-TEXHUYECKUMH MEPOIPUATUSAMH  JIOJDKEH OBbITh HCKJIIOYEH JOCTYII
Hapymurened kK 9BM ¢ kimrouamu.
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[Tpu xpanenuun kmoueit B peectpe OC n/unn va HDD IIDBM HeoOX0aMMO HCIIOIB30BaTh
MapOJIbHYIO 3alLUTY.

B ciydae HeoOXOAMMOCTH TPOBEACHUS PEMOHTHBIX M PErJaMEeHTHBIX paboT ammapaTHOU
gactd CK3U/CDK nHeobOxomammMo oOecrneynTbh HEBO3MOXKHOCTH JOCTYIA HApYIIUTENs K KIIIOYEBOU
uHpopmanuu, coaepxkarieiics B anmnaparaoi vactu CK3M/COK. KoHKpeTHbIH niepedeHb Mep JT0KEH
OBITh OTpe/IeNieH UCXO01s U3 yeloBui akcruryaranuu CK3U.

2.9 YHHUYTOKEHHE KJII0UYel HA KJII0YEeBbIX HOCUTEIAX

KiroueBbie HOCHTENU ¢ KIHOYEBON MH(MOpMaIuend, CpoK IeHCTBHS KOTOPOH HMCTEK, HE MOTYT
HCIOJIb30BAaThCSl HU B KaKOM JIPyroM KadecTBe, Kpome kiatoueBoro Hocutenss CK3U. Yuuuroxkenue
KJIIOYEBBIX HOcUTele, 3a wuckimoueHneM HI'MJI, ocymecTBisieTcs nyTeM pacIuIIOIIMBaHUS
MOJIOTKOM Ha HakoBaibHe. HI'M /] yHUYTOXat0TCS MyTeM OIIaBieHus 10 6echopMEHHOM MACCHI.

Kitoun Ha KIIIOYEBBIX HOCHUTEINSAX, CPOK JCHCTBHSI KOTOPBIX HCTEK, YHHUTOXKAIOTCA IyTEM
ylajeHus C UCIOIb30BaHUEM YTHIIMTHI yripaBieHus, Bxozsmen B coctaB CK3U «RCSPy», nubo yepes
COOTBETCTBYIOIIUK TporpaMmHblid uHTepdeiic. KiroueBble HOCUTENM MOTYT OBITH MCIOJIB30BaHBI B
JalbHENIIeM MOJIb30BaTesIMU MIPH YCIOBUM 3allUCH HA HUX HOBOHM KitoueBoil mHpopmanuu. OO0
YHUUYTOXKEHUU KIIFOYEH JIesIaeTCsi COOTBETCTBYIONIAsS 3aMUCh B «KypHane aAIMUHUCTPATOPAY.

2.10 Il.l1aHoBass CMeHA KJIK4Yel

Bce wimroum, XxpaHsmuecss B KIIOUYEBOM HaOOpe, a TakKe JOMOJIHHUTEIbHBIC KITFOYH,
dbopmupyemsbie B riporecce padotsl CK3U, o ucTeueHnn cpoka ux ISHCTBHUS JOJKHBI ITOBEPraThCs
IJIAHOBOW CMEHE.

[Tonp3oBarenb 3a0JarOBpEMEHHO 10 OKOHYaHMS CPOKa UX ACUCTBHS JODKEH MHULMUPOBAThH
nporiecc cMeHbl Kiroueit (6o obparuthes B IIYKC (VII) mis BeIycKa eMy HOBBIX KITHOYEH, JTHOO
CaMOCTOSITENIbHO C(POPMHUPOBATH HOBbIE KIFOUM M 3aBepUTh OTKpHITHINA Kitod B LIYKC (YLI)). BHoBb
c(OpPMUPOBAHHBIE KJIIOUH JOJIKHBI OBITh 3aperucTprupoBaHbl. CEaHCOBBIE U CT€HEPUPOBAHHBIE KIIIOUU
U (ppOBaHUs JOKHBI ObITh 3aMEHEHBI HOBBIMHU.

[locne BBOma B JAEWCTBHME HOBBIX KIIOUYEH, CTapbhle 3aKPBIThIE KIIFOUM YHHYTOXKAFOTCS.
COOTBETCTBYIOIIME MM OTKPBITHIE KIIIOYM JIOJDKHBI XpPaHWUTHCS B TeueHwe ompeneneHHoro [[YKC
(Y1) cpoka ayis mpuMeHEHHUs B ciiydae pa3oopa KOHQIMKTHBIX CUTYallUH.

KrntoueBble HoOcuTeNW C BBIIIEANIMMH W3 JACUCTBHUS KIOYaMH 1nepedopMaTHPYIOTCS
cpenctBamu CK3U.

Best nngopmanms o GopMHUpOBaHMM HOBBIX KIIOUYEH, BBOZE MX B JEWCTBUE, PErHCTpaIlUH,
YHUYTOXXCHUU HOCUTENCH U T.I1. JIOJDKHA BHOCUTBHCS B COOTBETCTBYIONINE JKypHAIHI (CM. 1. 2.12).
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2.11 Komnpomerauusi KJar0ueit

[Ton xommpomeTanueil Kio4yeBOW WHGOpPMAalUK MOHMMAETCs pasriialnieHue WH(OpMaluu,
yTpaTa WM BpEMEHHas MOTepsl KIIOYEBOTrO HOCUTENs, KOMHUpPOBaHHE HHQPOpPMAIUU, a TaKKe
HECaHKLMOHUPOBAHHBIN JTOCTYII K HEH.

[Ipu xoMmmpomeTanuu Kio4a y MOJIb30BaTeNsd OH JO0JDKEH HEMEIJICHHO MPEKPaTUTh CBSA3b 110
CeTH C JPYrMMH moiib3oBareisiMu. [lonmp3oBarens (WM agMUHHUCTPATOp OE30MACHOCTH) JOJKEH
HememieHHo u3BectuTh [IYKC (YI) o xommpomMeranum Kioueld modb3oBatens. Ilocne
KOMIIPOMETAIMH KIIFOYel M0Ih30BaTeNlb (DOPMHUPYET HOBBIE KIHOUH (CM. 11. 2.7).

HOYKC (YL) noGapinsieT OTKPBHITHIA KIIIOY B CIIMCOK KJIFOUEH, BBIBEJACHHBIX W3 JCUCTBUS, U
OpraHHU3yeT OMOBEIICHHUE MOJIb30BATEIICH.

OTKpBITHIN KiTI0Y ToNb30Baress He yaanserca u3 6a3pl LIYKC (YILI) u xpaHuTcst B TeueHHe
YCTAaHOBJICHHOTO CpOKa XpaHEHWs i1 TpoBeAcHHWs (B CiIy4ae HE0OX0oIuMOCTH) pazbopa
KOH(UIMKTHBIX CUTYalUil, CBA3aHHBIX ¢ mpuMeHeHueM OI1.

HckmroyeHue 1mOJB30BaTEIsd M3 CETHU (HaHpI/IMep, B CBiA3H C YBOJ'IBHCHI/IGM) JOJI2KHO
pacCMaTpuUBaTLCA KaK KOMIIPOMCETALHA KIIFOYEH.

2.12 BeeHue ;KypHaJoB

Hnst dukcamum coObITHA, npoucxoasmmx npu padore ¢ CK3U, ammunmuctparop(sl) BeayT
CJICAYIOIINE KYPHAIIbI:

— KypHaJ peructpaiuu;

— KypHaJl aIMUHHCTPATOpA.

B Kypnane peructpamuu ¢uKCHpyroTcs (QakThl PETUCTpAllMM  aIMHHHUCTPATOPOB U
II0JIb30BATENEN CUCTEMBI.

B Kypnan anMuHuCTpaTopa 3amMchiBalOTCA (akThl M3TOTOBJIEHUS U IIJIAHOBOW CMEHBI
KITII04eHd, (pakThl KOMIPOMETAIIMH KJIIOUEBBIX JOKYMEHTOB, HEIITATHBIE CUTYallH, MPOUCXOJAIINE B
CeTH, MPOBEJIeHNE PEerIaMEeHTHBIX paboT, JaHHbIE O BbIAAYE KIIOUEBBIX HOCUTEJNIEH, a Takxke JIpyras
uHopMalus, 3aMch KOTOPOH B )KypHaJ aIMUHUCTPATOP COUYTET HEOOXOMMBIM.

B }KypHaﬂe AAMUHUCTPpATOPA MOKET OTPAKATHCs CIICAYROIIAasa I/IH(I)OpMaI_II/IHI

— J1ata ¥ BpeMs MTPOU30MICIIETO COOBITHS;

— 3aMuCh O KOMIIPOMETAIIMH KIII0Ua;

— 3ammMch 00 U3rOTOBJICHHH KJIFOYEBOTO HOCHTEIIS ITOJIH30BATEI,

—  HUACHTU(UKATOP HOCHUTETS,

—  3aIMCh 00 M3rOTOBJIEHUH KOIHMH KIIFOUEBOTO HOCUTEIIS IOJIL30BATEIS;

— 3aIuCh O 3aBEPEHUU OTKPHITOTO KITI0Ya MMOTh30BATENS;

— 3aluCH, OTPAXKAIOIIKE BBIJAUY HA PYKH IMOJH30BATENSAM (aMUHUCTpATOpPaM) U cady UMHU
Ha XpaHEHHE KJIFOUEBBIX HOCUTENEH, BKIIIOYask Pe3EPBHbBIE KIIOUEBbIE HOCUTEINH,

— coObiTus, mpoucxoauBime Ha [IOBM monb3oBateneit ¢ ycranoBineHHeiM CK3U, ¢

YKa3aHUEM IIPUYMH U NPEIIPUHATHIX JEHCTBUN;
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— I[pUMCYaAHMUI,

— JOIIOJIHUTCIBHBIC CBCACHU.
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3 Opranu3anuoOHHO-TeXHUYECKUE U A/IMUHUCTPATHBHbIE
MeponpusiTus npu ucnoab3doBanuu CK3U

3.1 O01ue moJI0KeHus

3ammrTa anmapaTHoro W nporpammHoro obecneduenuss ot HCJI mpu  ycraHOBKEe U
ncnonp3oBannn CK3U sBnsgercss cOCTaBHOM 4YacThi0 OOIIel 3amayn oOecriedeHus Oe30ITaCHOCTH
nH(popManuu B cucteme, B coctaB kotopoi Bxoaut CK3U.

Hapsny ¢ npumenenuem cpeacts 3amuthl oT HCJl HeoOXoauMo BBIIOJHEHHE LENOro psana
Mep, BKJIIOYAIOIIEro B ce0s OpraHU3allMOHHO-TEXHHUYECKHE M aJMHUHUCTPATUBHBIC MEPOIPHUSITHS,
CBSI3aHHBIE ¢ O0ECreueHnEeM MPABUIBHOCTU (YHKIIMOHUPOBAHUSA TEXHUYECKUX CPEICTB 00pabOTKH U
nepenayn MHGOpPMaIlMU, a TaKKE€ YCTAaHOBJIEHHE COOTBETCTBYIOLIUX MPAaBUJI ISl 0OCITY>KUBAIOIIETO
MepcoHaa, JOMyIEHHOro K padoTe ¢ KOH(PHUASHIIUAIBHON HHPOpMAITHEH.

B MNPpUBCACHHLIX HHMXXE pPasaciiax, COACPKATCA OCHOBHLIC Tp€6OBaHI/I$I II0 BBbIIIOJIHCHHIO
YKa3aHHbIX MCP 3allIUThHI.

3.2 Opranusanus paodot no 3amure ot HCJI

3ammra uHpopmanuu ot HCJ] momxna obecriednBaThbCss HA BCEX TEXHOJOTHUECKUX ATarax
00paboTky MH(pOPMAIMK U BO BCEX pEeKMMaxX (YHKIMOHHPOBAHUS, B TOM YHCIE MPH HPOBEICHUH

PEMOHTHBIX U PETJIAMEHTHBIX PaloT.

3ammra nagopmarmu ot HCJl nomkHa npexycMaTpuBaTh KOHTPOIb 3(P(GEKTUBHOCTH CPEICTB
3amuTel 0T HCJI. DTOT KOHTpOJb JOKEH MNEpPUOAUMYECKH BBIIOJHATHCA aJAMHHHUCTPATOPOM
0€30MacHOCTH Ha OCHOBE TpeOOBaHMI JOKyMEHTaluu Ha cpenctBa 3aumTsl or HC/I.

B opranumzanuun, skcrutyatupyromei CK3U, nomkeH ObITh Ha3HAu€H aJMUHHCTPATOP
0€30I1aCHOCTH, Ha KOTOPOTO BO3JAraroTCs 3ajJadyd OpraHu3anuu padot mo ucnoaszoBanuio CK3U,
BBIPaOOTKH COOTBETCTBYIOIIMX MHCTPYKIIMH /711 OJIb30BaTENEH, a TaKKe KOHTPOJIb 3a COONIOIEHUEM

OTNMCAaHHBIX HUXE TpeOOBaHUH.

[IpaBoMm nmoctyna k pabounm mectam ¢ yctaHoBiaeHHBIMH CK3U nomkHBl 001a1aTh TONTBKO
ONpEeACNICHHbIE I  OJKCIUTyaTallMkd  JIMLA, [POIIEAIIAE COOTBETCTBYIOUIYIO  MOATOTOBKY.
AnmuHHCTpaTOp 6€30MaCHOCTH JOHKEH 03HAKOMUTH KaXJI0TO MoJab30BaTelns, npuMenstomero CK3U,
¢ nokymenTanueit Ha CK3U, a Taxxke ¢ IpyruMu JOKYMEHTaMH, OMPeIeSIONMME MpaBuiia padoThl ¢
3aIUIIaeMol U KiIroueBoi nHdpopmaiueit (monutuka 6ezomacuoctu, perinament LHYKC (VI) u 1.1m.).
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3.3 TpeOoBaHusl MO pa3MelIEeHUI0 TEXHUYECKHUX CPEICTB € YCTAHOBJIEHHbBIM
CK3H1

IIpu pazMenieHNH TEXHUUECKUX CPEACTB ¢ ycTaHoBIeHHBIM CK3U:

— JIOJDKHBI OBITH MPHUHATHl MEpPbl MO HCKIYEHHIO HECAaHKIIMOHUPOBAHHOTO JOCTyHa B
MIOMEIIEHUS], B KOTOPBIX pa3MelleHbl TeXHUYeCKHe cpeacTBa ¢ ycranoBiaeHHbIM CK3U, nmoctopoHHmx
JUL, 110 POAY CBOEU AESATENbHOCTH HE SIBJSIONIMXCSA MEPCOHANOM, IOMYUICHHBIM K paboTe B 3THUX
nomenieHusx. B coyyae HeoOX0IUMOCTH MPUCYTCTBUS MOCTOPOHHUX JIUI] B YKa3aHHBIX TTOMEUICHUIX
JOJKeH ObITh 00ecredyeH KOHTPOJb 3a UX JCUCTBUSAMU U oOecrieueHa HEBO3MOXKHOCTh HEraTHBHBIX
nerctBuid ¢ ux croponbl Ha CK3U, TexHuueckue cpencta, Ha KOTopbix skcnayatupyercs CK3U u
3alunaeMyro nHpopMaluio;

— BHYTPCHHSS IUTAHUPOBKA, PACIOJIOKECHHE M YKOMIUICKTOBAHHOCTH pPa0OYMX MECT B
MMOMEIICHUAX JOJDKHBI 00eCleYnBaTh HCIOJHUTENSAM pabOT, COXPAaHHOCTh JOBEPEHHBIX UM

KOH(UICHITMATLHBIX JOKYMEHTOB U CBEACHHIA, BKITIOUYAs KIIOYCBYIO HHPOPMAITHIO.

Pasmemenne CK3M B moMemieHusIX, B KOTOPBIX OCYIIECTBISIETCS 00paboTka MH(POpMAaLUH,
COJIEpKALIECH CBENEHUS, COCTABIISIOIINE FOCYIapCTBEHHYIO TaliHy, OCYILECTBIISETCS YCTAHOBJIEHHBIM
MOPSAIKOM.

3.4 TpeooBanus no ycranopke CK3H, a Takike 001ecucTeMHOro u
cnenuaabHoro IO na I9BM

K ycraHoBke OOIIECHCTEMHOTO0 M CIEIMAIBHOIO IPOrPAaMMHOIO OOECHEUCHHS, a TaKKe
CK3HM, pomyckaroTcs Juila, MPOLIEAIINE COOTBETCTBYIOLIYIO IOJAIOTOBKY M HM3y4YMBIIUE
JnokyMeHTaluio Ha coorBercTBytomee 110 u na CK3U.

[Ipu ycranoske [10 CK3U cnenyert:

— Ha TEeXHMYECKHUX CpeACTBaX, MpeaHazHaueHHbIX g paboTel ¢ CK3U, ucmonb3oBath
TONBKO JuIieH3noHHoe [10 ¢pupM — n3roroButeneu;

— II3BM, Ha xotopsix yctaHaBiuBaercds CK3U, nomkHbl ObITH JOMYIIEHHI A 00paboTKu
nH(opmManuu mo AercTByrommM B Poccutickoit denepariu TpeOOBaHUSM 0 3aIlIUTe UHPOPMALIUUA OT
YTEUKH 0 TEXHUYECKUM KaHajlaM, B TOM 4Hclie 1Mo KaHany cBsizu (Hanpumep, CTP-K), ¢ yuetom
MOJIEJIM YTPO3 B UHPOPMAIIMOHHON CUCTEME 3aKa3uuKa, KOTOPBIM JIOJKHO TTpoTtuBocTosiTh CK3U;

— wuHctawsimus CK3U Ha pabounx mMecTax J0KHA TPOU3BOIUTHCS TOJNBKO ¢ TUCTPUOYTHUBA,
IIOJIYYEHHOTO 110 JOBEPEHHOMY KaHaly;

— npu ycraHoBke [1IO CK3U na [I9BM nomxkeH ObITh 00ecriedeH KOHTPOJIb IIEIOCTHOCTH U
nocroBepHocTh nuctpudytuBa CK3U u coBmectHo nocrapnsiemMbix ¢ CK3U xommonent COK;
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— Ha OBM He N0OKHBI ycTaHaBIWBAThCS cpeacTBa paspabotku 110 u ornmamumku. Ecim
CpEICTBa OTJIAJKU MPUIIOKEHUN HYKHBI JJIi TEXHOJIOTUYECKUX MOTPEOHOCTEH OpraHu3aliu, TO UX
UCIIOJIb30BaHUE JIOJDKHO OBITh CAaHKIMOHHPOBAHO aJMMHHUCTpaTopoM Oe3zomacHocTu. [lpu sToMm
JOJKHBI OBITh PEaIM30BaHbI MEPHI, UCKIIOYAIOIINE BO3MOXKHOCTh MCIIOJIB30BAHUS STUX CPENICTB AJIs
penaktupoBanus kojga u namatu CK3UW w npunoxenuit, ucnons3zyrommx CK3U, a taxxe s
npocmotpa koaa u namsatd CK3U u npunoxenut, ucnons3yromux CK3U, B mporecce o6paboTku
CK3MU 3amnumiaemoit HHGOpMAaIMK W/ WK TIPU 3arpy>KEHHOHN KITI0UueBOr HH(OpMAIUu;

— TpEeAyCMOTPETb  MEphbl,  HMCKJIIOYAIOIIUE  BO3MOXKHOCTh  HECAHKIIMOHMPOBAHHOTO
HEOOHApPYKMBAEMOTO HW3MEHCHHUS AaNlapaTHOW YacTH TEXHUYECKHMX CPEICTB, Ha KOTOPBIX
ycranoBiersl CK3U (Hampumep, myTeM orneuaThIBaHHUsI CHCTEMHOTO OJI0Ka U pazbeMoB DBM);

— T1ocje 3aBeplICHHs] Tpollecca YCTAHOBKM JIOJDKHBI OBITh BBINOJHEHBI JIEWCTBUA,
HEO0OXOIUMBIE JUISI OCYIIECTBICHUS MEPUOJUYECKOr0 KOHTPOJS IEJIOCTHOCTH ycTaHoBieHHOro [10O
CK3U, a Takxe ero OKpy>KeHHUsI B COOTBETCTBUM C JIOKYMEHTAIIUEH;

— mnporpammHoe obecrieueHue, ycranasiuaeMoe Ha OBM ¢ CK3U He pomkHO conepikaTh
BO3MOKHOCTEH, TTO3BOJISFOIINX |

V' MoAM(UIUPOBATH COAEPKUMOE IIPOU3BOIILHBIX 00JIACTEH TAMSTH;

MOAU(PUIIMPOBATH COOCTBEHHBIN KOl ¥ KOJI APYTUX MOAIPOTpamMMm;

MOAU(DUIIMPOBATH MAMATH, BBIICICHHYIO ISl APYTUX MOAIPOTrpamMM;

nepeaBaTh yrpaBjieHHe B 00J1aCTh COOCTBEHHBIX JaHHBIX U JAHHBIX IPYTHX MOIMPOrPaMM;

ANENENEN

HCCAaHKIMOHHUPOBAHHO MOI[I/I(bI/II_H/IpOBaTB (1)&1‘/‘IJ'IBI, CoACPIKAUEC UCITOJIHACMBIC KOJbI IIPpHU UX
XpPaHCHHUH Ha JKECCTKOM OUCKE,

<

IOBBIIIATL MMPEAOCTABJICHHBIC IIPUBUJICTUU

<

Mouduposats Hactpoiiku OC;
v/ HCHOJIB30BaTh HEJOKYMEHTUPOBaHHbIE pupMoii-paspaborurkom (yrkuu OC.

3.5 Tpeoosanus no 3amute or HCJI npu s3xcruiryarannu CK3U

IIpu opranmzanuu pabor mno 3amute uHpopmanuu or HCJ] HeoOXoauMoO Yy4MTHIBAThH
clieAyIoIIre TpeOoBaHUS:

1. Heo6xoanmo pa3paboTaTth M MPUMEHHUTH MOJUTHKY HAa3HAYEHHUsS M CMEHbI mapoiieil (ams
Bxoja B OC, BIOS, npu mmmdpoBanuu Ha naposie u T.1.), UCHOIb30BaTh GUIBTPHI Maposien
B COOTBETCTBUU CO CJIEYIOLIMMH IIPaBUIAMMU:

a) IUHA TapoJid JIOJDKHA ObITh HE MeHee 6 CHMBOJIOB MPU MOIIHOCTH alaBUTa HE MEHee
10;

0) B 4HMClie CHMBOJIOB MAapoJisi 0053aTelbHO JOJKHBI MPUCYTCTBOBATh OYKBHI B BEPXHEM H
HW)KHEM PErHCTpax, MUQPHI U Crienuanbabie CUMBOIBI (@, #, $, &, *, % u T.11.);

B) MapoJib HE JOJDKEH BKIIOUYATh B Ce0S JIETKO BBIYHCIISIEMbIE COUETAHUSI CUMBOJIOB (MMEHa,
bamunum u T. 1.), a Takke odmenpunaTeie cokpamenus (USER, ADMIN, ALEX u T. 11.);

T) IpY CMEHE Mapojisi HOBOE 3HAYCHHE JOJKHO OTIUYATHCS OT MPEABIAYIIET0 HE MEHEee YeM B
4-X MO3ULIHSIX;

1) TINYHBINA TTAPOJIh MOJIb30BaTEIh HE UMEET MpaBa COO0IIATh HUKOMY;

€) MepUOAUYHOCTh CMEHBI MTAPOJIS ONPEACTSAETCS MPUHATON MOJUTUKON OE30MaCHOCTH, HO HE

JIOJKHA MIPEBBIIATH 6 MECSIIEB.
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VYkazaHHas MOJIMTHKA 00s3aTeNbHa s BCEX YUETHBIX 3aluceid, 3apeructpupoanHbix B OC.

2. CpenctBamu BIOS nomxHa ObITH HCKITFOUEHA BO3MOXKHOCTH padboTel Ha [I9BM ¢ CK3H,
€CIIM BO BpeMs € Hada IbHOU 3arpy3KH HE MPOXOJIST BCTPOCHHBIC TECTHI.
3. 3Bampemaercs:

a) OCTaBIATh 0€3 KOHTPOJS BBIUMCIUTENBHBIE CPEACTBA, HAa KOTOPBIX OSKCILTyaTHPYETCs
CK3H, nmocne BBOAa KIt04eBOi MH(opMaru 1100 nHOW KOH(PUISHINATBHON HH(pOpMAIHIH;

0) BHOCHUTH Kakue-1nbo u3MeHeHus B nporpammuoe obecneuenne CK3U;

B) OCYILIECTBIATh HECAHKIMOHHPOBAHHOE aTMHHHUCTPATOPOM O€30MaCHOCTH KOMHPOBAHUE
KITFOYEBBIX HOCUTEIICH;

') pasrjamarbh COJEPKUMOE HOCHUTENeH KII04eBOi WH(pOpMAIMKM WIM IepeaaBaTh CaMH
HOCHUTEIIN JIUIIAM, K HUM HE JIOMYIIEHHBIM, BBIBOJUTH KITIOUEBYIO HH()OPMAIIHIO HA JUCILICH, IPUHTEP
U T.I. UHBIE CPEJCTBA OTOOpaXKeHMs HH(OPMAIIHH;

1) UCTIONIb30BaTh ~ KIJIIOYEBBIE  HOCUTENM B pEeXUMaxX, HE  MPEAyCMOTPEHHBIX
¢ynkunonupoanuem CK3U;

€) 3aIMChIBaTh Ha KIIFOYEBBIE HOCUTEIH TOCTOPOHHIO HH(POPMALIUIO;

x) padorats ¢ CK3U npu HeucnpaBHocTH cpeacts 3amuThl oT HCI.

4. AnmuHHCTpaTop 0€30MacHOCTH JIOJDKEH CKOH(HUIYpHpPOBATH ONEPAMOHHYIO CHUCTEMY, B
cpene KoTopoi ruianupyetrcs ucnoib3oBath CK3U, u ocymiecTBiaTh MepUOIUYESCKUN
KOHTPOJIb CJICIAHHBIX HACTPOCK B COOTBETCTBHH CO CICAYIONUMU TPEOOBAHUSIMH:

a) He UCIO0JIb30BaTh HECTAHAAPTHHIC, I3MEHEHHBIC WM OTIafgouHble Bepcuu OC;

0) UCKIIIOUNTh  BO3MOXKHOCTH  3arpy3ku ©u  ucnoib3oBanuss OC, OTIMYHOW  OT
MPEAYCMOTPEHHOM IITaTHOM pabOTOI;

B) UCKJIFOYUTh  BO3MOXKHOCTH  yNAJE€HHOTO  YIOpPaBJICHHUS, aJAMUHUCTPUPOBAHUS U
Moaudukaruu OC u e€ HaCcTpoeK;

r) Ha [I9BM noskHa ObITH YCTaHOBJIEHA TOJIBKO OJHA ONEpallMOHHASI CUCTEMA;

n) npaBoM yctaHoBkHu U HacTpoiiku OC u CK3U nomkeH o0nanaTe TOIBKO aJMHUHUCTPATOP
0e30IaCHOCTH;

€) BCE HEHCIOJb3yEeMbIE PECYpChl CHCTEMbI HEOOXOAMMO OTKJIIOUUTH (TIPOTOKOJIBI, CEPBUCHI
U T.1L.);

XK) pexuMbl  Oe3omacHoCTH, peanu3oBaHHble B OC, MOMKHBI OBITh HACTPOECHBI Ha
MaKCUMaJIbHBIM YPOBEHb;

3) BCEM IOJIb30BATENSIM M Tpymmnam, 3apeructpupoBanHbiM B OC, HE0OX0IMMO Ha3HAYUTH
MUHUMAJIBHO BO3MOKHBIE JUIsl HOPMaJIbHOUM paboThI IPaBa;

1) HEOOXOUMO TMPEAYCMOTPETh MEpbl, MAaKCUMallbHO OTPaHMYUBAIOIIUE JOCTYI K
CIIEYIOIIUM pecypcaM CHUCTEMBbI (B COOTBETCTBYIOIIMX YCIOBHSX BO3MOXHO TMOJIHOE YAalleHUE
pecypca M ero HEMCIIONIb3yeMO yacTn):

— CHCTEMHBIN peecTp;
— (paiiyIpl ¥ KaTaJIory,
— BpeMeHHbIE (ailibl;
— JKypHAaJIbl CUCTEMBI;
— (hbailnbl MoAKAUKH;

— K31mMpyemas HtHpopmamus (mapoiau u T.11.);
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10.

11.

12.
13.

14.
15.

16.

— oTJaao4yHas nH(popMarus.

Kpome Ttoro, Heob6xoauMo oOpraHu3oBaTh 3aTHpaHue (IO OKOHYAHUU ceaHca paboThI
CK3UM) BpemenHBIX (haiiioB U (ailyioB moakavyku, GOPMUPYEMBIX WM MOIUGUIIMPYEMBIX
B mporecce padorel CK3U. Ecim 3T0 He BBINOJHUMO, TO Ha JKECTKHUH JIHUCK JIOJDKHBI
pacnpocTpaHsAThCS TpeOOBaHMUsI, IPEIbABISEMbIE K KIIFOUEBBIM HOCUTEIISIM.

JIomKHO OBITh UCKIIIOYEHO IMOMaJaHue B CUCTEMY MpOrpamM, MO3BOJISIONIUX, MOJIB3YSACH
omunOkamu OC, MOBBIIATH MPEIOCTABICHHBIE IPUBUIICTHH.

HeoOxomuMo perynsipHO ycTaHaBIMBATh MakeThl 0OHOBIeHHS Oe3omacHoctn OC (Service
Packs, Hot fix u T.1.), OOHOBIATH aHTUBHUPYCHBIC 0aspl, a TaKXe MCCICI0BATh
nH(OPMALIMOHHBIE PECypChl MO BOMPOCAM KOMIIBIOTEPHOH O€30MacHOCTH C IEJbI0
CBOEBPEMEHHON MHHHMMH3AIMKM OMACHBIX IMOCJIEICTBUN OT BO3MOXKHOT'O BO3ACHCTBUS Ha
OC.

B cinywyae noakmrouenuss [I9BM ¢ ycranoBiaenHbiM CK3U k 00mIeHOCTYHBIM CETSIM
neperayv JaHHBIX, HEOOXOAWMO HCKIIOYUTH BO3MOXKHOCTH OTKPBITHUS U HCIOJIHEHUS
GbaiiioB W CKpUNTOBBIX 00bekTOB (Hampumep, JavaScript, VBScript, ActiveX),
MOJIYUEHHBIX U3 OOMIEJOCTYMHBIX CETe mepelayud JaHHbIX, 0e3 MpPOBEACHUS
COOTBETCTBYIOIIUX MPOBEPOK HA MPEAMET COAEPKAHMUS B HUX MPOTPAMMHBIX 3aKIaJI0OK U
BHUPYCOB, 3arpy’>KaeMbIX U3 CETH.

ITpu ucnonszoBanuun CK3U nHa [I9BM, noakIr04eHHBIX K OOIIETOCTYITHBIM CETSIM CBSI3H,
C LEJbI0 MCKIIOUEHHUS BO3MOXKHOCTH HECAHKI[MOHHPOBAHHOTO JIOCTyMa K CHUCTEMHBIM
pecypcaM HUCHONB3YEMBIX OMNEPAlMOHHBIX CHUCTEM, K MPOrPaMMHOMY OOECIEUeHUIO, B
okpyxenuu kotoporo ¢ynkiuonupyor CK3U, u k xommnonentam CK3U co cTOpoHBI
yKa3aHHBIX CEeTEH, JIOJKHBI HCIOJIB30BAThCA JOMOJHUTEIbHBIE METOJBl U CpEICTBa
3aIuUThl (HapUMep, YyCTaHOBKAa MEXCETEeBBIX AKpaHoB, opranuzanus VPN cereit u T.1m.).
[Tpu 5TOM mpeanodYTeHrne A0HKHO OTAABaThCS CPEACTBAM 3aIUThI, UMEIOITUM CepTUHHUKAT
YIOJTHOMOYEHHOTO OpraHa Mo cepTudukarum.

Opranu3oBaTh U HCHOJB30BaTh CUCTEMY ayJIuTa, OPraHU30BaTh PETYJSPHBIA aHAIN3
pe3yabTaTOB ayInTa.

CK31M  nomKHO  HWCHONB30BATBCS  CO  CPEACTBAMH  AHTUBUPYCHOW  3allIMTHI,
cepruunupoBanibiMd  @Chb  Poccun. Krnacc aHTUBUPYCHBIX CPEACTB  3allUThHI
onpenensercs ycnoBuamu 3kcruryatann CK3W B aBTOMaTu3MpoOBaHHBIX CUCTEMAX.
JlomkHo ObITH 3ampernieHo ucnoib3oBanne CK3U mist 3amuThl pedeBoii nHGopMmaruu 6e3
MPOBEACHUS COOTBETCTBYIOIIMX JOMOJHUTEIBHBIX NCCIET0BAHMII.

[Tpu pa6ote CK3U nomkHbBI OBITh OTKIIOYEHBI CPEACTBA BHIXOA B paJHOKaHAI.
Heo6xoanmo npoBoauts nepesarpysky [I9BM ¢ CK3U He peke 0HOro pasza B HEJEIIO.
ObecrieyeHrie  aHTUBHPYCHOM  3alllUTBl  MPOTPAMMHBIX  KOMIIOHEHT  H3JeNus,
¢ynkunonupyroummx B cpene [I9BM  paGounmx MecT mosib30oBaTeneil, U cpensl
(YHKITMOHUPOBAHUS W3JACTHUS JIOJDKHO OCYIIECTBISTHCS AHTUBUPYCHBIMH CPEICTBAMU,
ceprudunrpoBanHbMu o Tpeboanusim @Ch Poccun.

Jns  uCKIIOUeHHs BO3MOXKHOCTU — BJIMSIHUS —anmnapatHbiX KoMroHeHToB COK Ha
¢yukruonupoBanne CK3U gomKkHbBI OBITH BBITTOTHEHBI CIEAYIOIINE TPEOOBAHMUS:

B 1O BIOS TI9BM nomxHbI ObITH ONpeAeeHbl YCTAHOBKH, HCKITIOYAIOIINE BO3MOXHOCTh
3arpy3KkH ONeparioOHHOW CHCTEMBI, OTIIMYHOM OT YCTAaHOBJIEHHOM Ha )KECTKOM JHCKE;

BxoJ B BIOS II3BM nonmxeH ObITh 3allIMIIEH MapojieM ¢ JIIIMHOM He MeHee 6 CUMBOJIOB;
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— cpeacrBamu BIOS nomkHa OBITH MCKITIOUEHA BO3MOXKHOCTH padoTel Ha [I9BM, ecnu BO
BpEMSI €r0 HayalbHOM 3arpy3KH He IPOXOST BCTPOCHHBIE TECTHI;

— JIOJDKHO OBITH TPOBEICHO OIEYaThIBAHHE CHCTEMHOTo Onoka ¢ ycraHoeieHHbIM CK3U,
MCKJTIOYAOIEee BO3MOXKHOCTh OECKOHTPOJIBHOTO M3MEHEHMS allapaTrHOW 4acTu paboueit
CTaHIIMU U MOJKJIIOUYEHUS BHELITHUX YCTPOUCTB;

— ycranoBka CK3U npousBoguTCs TOJBKO JHMIIAMH, MMEIOIIMMHU JIOMYCK K paboram (B
COOTBETCTBUH C HOPMaMU MO 0€30MacCHOCTH, IPUHATHIMU B OPraHU3AIIHH );

— noakmouaemoe k [I9BM obGopynoBanue He J0KHO co3aaBaTh yrpo3 0ezomnacnoctu OC u
CK3U, ycranosnenusix Ha [19BM;

— IIDBM, Ha xortopoil ycranaBnuBaercs CK3M, pgomkHa BBINOJHATH NPOUETYPbI
CaMOKOHTPOJISI OCHOBHBIX allapaTHBIX KOMIIOHEHTOB IOCJE Ka)XJI0ro cOpoca CHUCTEMBI
BKJIOYAsi MOMEHT NOSIBJIICHUS [TUTaHUS;

— k okcrutyarauuu CK3U nomyckaroTes nuna, mpouienne COOTBETCTBYIONIYIO OTOTOBKY
Y U3YUYHMBIIHUE SKCIUTyaTallMOHHYI0 qokyMmeHTanuio Ha CK3U;

— B ciydae maHupoBanus pasmeleHuss CK3M B nomerienusx, rjae NpucyTcTByeT pedeBast
aKyCTHYecKass W BU3yajbHas HWH(OpMaIus, CoJepiKamas CBEACHUS, COCTABIIAIONINE
rOCy/lapCTBEHHYIO0 TallHy, U (WJIM) YCTAaHOBJIEHBl TEXHMUYECKHE CPEJICTBA U CHUCTEMBI
npuema, nepenad, oOpabOTKH, XpaHEHUS U OTOOpakeHUs WH(GOPMAIMH, COJACpIKaIiei
CBEICHUSI, COCTAaBISIIOIIME TOCYJapCTBEHHYIO TallHy, TEXHUYECKHE CpEeICTBAa U
AJIEKTPOHHAs] KOMIIOHEHTHass 0a3a MHOCTPAHHOIO IPOM3BOJACTBA, BXOJIIME B COCTaB
CK3U, nomxkHbl OBITH MOJABEPTHYTHI CIIEHUAIbHON MpOBEpKE B 00beMe TpeOOBaHUM K
TEXHUYECKUM  CpeACTBaM, MpPEJHa3HAYEHHbIM Ui YCTAHOBKM B  IOMEIICHHUS
COOTBETCTBYIOIIEW KaTErOpUH;

— B cinydae ruiaHupoBanus pasmerienus CK3U B momenieHusix, rae OTCYTCTBYET pedeBast
aKycTHYecKas M BU3yaJbHas HH(OpMalus, cojepikaiias CBEAECHHUS, COCTaBIISAIOLINE
roCylapCTBEHHYIO TailHy, M1 HE YCTAHOBJIEHbI TEXHUYECKHE CPEICTBA U CUCTEMBI IIPHEMA,
nepeaayn, oOpaboOTKH, XpaHEHUSI U OTOOpakeHUsI MH(POPMaIUK, coepsKalleil CBeACHu,
COCTaBJISIOLINE TOCYJAPCTBEHHYIO TallHY PEIIEHUE O MPOBEACHNUHN CIIELUAIBHON IPOBEPKU
TEXHUYECKUX CpEACTB HHOCTPAHHOIO IPOU3BOJCTBA, BXxoaammx B cocras CK3U
IIPUHUMAETCsl OpraHu3alue, odecneunBaromiei sxcrutyaranuio faHasix CK3U.
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4 TpeGoBaHMs M0 BU3yAJIU3aLMH JAHHBIX 00padaTbIBaeMbIX C
nomoubio JII.

[Tpu ucnons3oannu «RCSP» B nH(pOpMAIMOHHBIX cUCTEMax 0e3 aBTOMAaTHYECKOTO CO3IaHuUs
u (unm) aBromaruueckoil nposepku OII, TpeboBaHMs 1O BHU3yanM3alMHU JOJDKHBI MPEAbSBIATHCA K
10O, ucnons3yromemy ¢pynkrun CK3U «RCSPy.
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5 TpeGoBaHMs K MPOAOIAKUTEIbHOCTH (PYHKIMOHUPOBAHMS
II9BM

He nomyckaercs nenpepsiBHOe (yHKIOHUpoBanue [I19BM c ycranoBinennsim CK3U Gonee
CyTOoK (24 yacoB) 06e3 anmapaTtHoii nepe3arpy3ku [I19BM.
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6 Ucnoab3zoBanue CK3U B cTanIapTHOM NPOrpaMMHOM
odoecneuennu OC Windows. BerpanBanne CK3U.

Hcnons3oBanue ¢yHKMoHambHBIX Bo3MoxkHocTeh CK3UM RCSP  B0o3MOXHO —nIByMSs
croco0amu:

—  HCMOJB30BaHHE CTAHIAPTHOrO HporpaMMHoro obecneuenus OC Windows?;
— BCTpaMBaHHE B pa3paOaTbIBaéMoO€ IPHUKIAJHOE IPOrpaMMHOE OOECIeYeHHE BBI30BOB
nporpamMmHubix uaTepdeiico CK31 "RCSP".

BerpanBanne RTLS B paspabaTpiBaeMOe NPUKIAJAHOE MPOrpaMMHOE OOECTeYeHHEe JOJKHO
IIPOU3BOJIUTCS C YUETOM:

a) (ms-help://IMS.MSDNQTR.v90.ru/secauthn/security/
procedures_used_with_most_security_packages_and_protocols.htm).

[Tpumepsr BCTpauBaHUs MIPUBEICHBI B Microsoft Platform SDK
(<PSDKDir>\Samples\WinBase\Security\SSL).

[Tpu BcTpanBannu CK3U «RCSP» B mpukiiagHbie CUCTEMbI HEOOXOAMMO MPOBOANUTEH OLEHKY
BJIUSIHUSL allllapaTHbIX, [POrPaMMHO-AaNNAapaTHbIX M IPOrPaMMHBIX CPEACTB CETH (CHCTEMBI)
KOH(HICHIINATHLHON CBS3H, COBMECTHO C KOTOPHIMHU IMPEAIONaraeTcs MTaTHOE (YHKIMOHHUPOBAHUE
CK3MU, nHa BbinosnHeHue npeabsaBieHHbIX kK CK3U TpeboBanuii B ceyromMX CIydasx:

— ecnu uHbpopmanusi, obpabartbiBaemas CK3U, moanexut 3amuTe B COOTBETCTBUU C
3aKoHoJiaTeNbcTBOM Poccuiickon denepannu;

— TMpH OpraHu3anmuy 3anmThl MHQOpManuu, oOpadarbiBaemoii CK3U, B denepanbHBIX
OpraHax WCIIOJIHUTEIIPHON BIIACTH, OPraHax WCIOJHUTEIBHONW BIIACTH CyOBEKTOB Poccuiickoii
denepanuu;

— Tpu opraHu3anuu Kpunrtorpaduueckoil 3ammTsl nHGopmanuu, oopadbareiBaemont CK3U, B
OpraHM3alysIX HE3aBUCUMO OT UX OPraHU3alMOHHO-TIPABOBON (OpMBI U POPMBI COOCTBEHHOCTH MpHU
BBITIOTHEHUH MMM 3aKa30B Ha TIOCTAaBKY TOBApOB, BBHIMOJIHEHHE pabOT WM OKa3aHWE YCIyr Ui
roCyAapCTBEHHBIX HYX/I.

VYkazaHHYIO OlIeHKY Heo0xouMo npoBoauTh 1o T3, cornacoBanHomy ¢ @Cb Poccun.

BerpanBanne CK3U  «RCSP»  BO3MOXHO MHOCPEICTBOM  CHEAYIOIIUMX MPOTrPaMMHBIX
UHTEPPENCcoB:

— CSP - nmpumensercs HaOop HM3KOYPOBHEBBIX KpHUOTOrpapuueckux (GyHKLUH,
COOTBETCTBYIOLIMI nHTepdeiicy Microsoft CSP;

! kpoMe clieyIoMX KOMIIOHEHT, ISl KOTOPBIX TPEOYIOTCS JOTOIHUTENBHBIE HCCIIE0BAHMSL:
— Internet Information Services (11S);
—  Cuyx6sI cepTuduxatos Active Directory (AD CS).
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— MS Crypto APl — unTepdeiic mporpaMMUpOBaHUS PHIIOKEHUH, KOTOPBIM 00ecriednBaeT
pazpabotunkoB Windows-TipuiioKeHU  CTaHJApTHHIM ~HaOopoM (yHKIui it paboTel ¢
KPUNTONpOBaiiepoM. Bxoaur B coctaB omnepannoHHbIX cucteM Microsoft. Onucanune mHTEpdeiica
npuBeacHo B rokymentanua MSDN - Microsoft Developer Network;

— MSSSPI OC Windows;

— MS Cryptography Next Generation — unHTepdeiic mporpaMMHPOBAaHUSA PUIOKEHHUM,
KOTOPBIH mpecTaBiseT u3 ceds pacmupenue uutepdeiica CryptoAPI, mauunnas ¢ OC WindowsVista;

— mnpocrpaHctBa umeH, Bxojsume B .NET System.Security — Oubnmoreka Kiaccos,
Bxosmas B coctaB Microsoft .NET Framework (B wact PKCS#7, X.509).

BerpanBanne CK3U B 3amumaempie HHGOPMAIIMOHHBIE CUCTEMBI JOHKHO MPOU3BOIUTHCS B
coorBercTBuM ¢ [lomoxenuem [IIK3-2005. BcerpauBaHue [MOKHBI TPOBOAWTH  OPraHU3AIIMMH,
MMCIOIIKME JIMIICH3UI0 Ha TMPaBO MPOBEACHUsA Takux pador. [lpu co3maHum 3amuIeHHON
MH(POPMAIIMOHHON CHUCTEMBI JOJIKHBI OBITH ONPEACIICHBl MOJIEIh BO3MOXKHBIX yIpO3 W TMOJUTHKA €€
0e30macHOCTH. B 3aBUCHMOCTH OT TOJIMTHKH O€30MAaCHOCTH ONIpeNeNsseTcss HeoOXOIUMBIH Habop
Kkpunrorpagudeckux (GYHKIUNH U OPraHU3AIMOHHO-TEXHUYECKHX MEp, PEaIn3yeMbIX B CO3/aBaeMOM
cucTeme. 3ammuTa OT 3aKJIaJ0K, BUPYCOB, MOIU(PUKAIIMKA CUCTEMHOro W mpukiagHoro 1O momkHa
ObITh OOEcCIleYeHA WCIOIb30BAHUEM, CPEJACTB AHTHUBUPYCHOW 3alllUTHl W  OPTaHW3AI[MOHHBIX
MEpONPHUITHH.

IIpu BctpamBanuu CK3M RCSP B mnpukiagHoe nporpamMmMHOe oOecreueHue WiId
WCIIOJIb30BAaHUHU €r0 B COCTaBE CTaHAAPTHOrO MpukiIagaHoro 1O nomkHBI BBIMOIHATHCS CIEIYIOIINE
TpeOOBaHUS:

1. Ilpu ucronb30BaHUM OTKPBITOrO KIIFOYA WIIM Kiroua poBepku D11 10skHBI ObITH
00€eCTIeYeHBI €r0 aBTOPHU3AIIHS, JOCTOBEPHOCTD, IIETOCTHOCTDh U MICHTHYHOCTH C TOMOIIBIO
MIPOLEyp, OMMCAHHBIX B pa3jiene 2 HaCTOSIINX MpaBuil.

2. [Ipu ucnonb3oBaHUM CEPTUPHUKATOB OTKPBITHIX KIHOUEH U Kitouei nposepku DI,
3aBEpEHHBIX MOJIMUCHIO JOBEPEHHON CTOPOHBI, TOJKHA OBITh 0OeciedeHa Oe3onacHas
JI0CTaBKa U XpaHeHue cepTudukara Kioda JOBEpPEHHON CTOPOHBI, C UCIIOIb30BaHUEM
KOTOPOT'O MPOBEPSIOTCS OCTaIbHbIE cepTU(UKAThI Kiatouel mpoBepku D11 monb3oBareneit.
3. Kpunrorpadudeckoe cpecTBo, C IOMOIIbIO KOTOPOTO MPOU3BOIUTCS 3aBEpEHUE KITFouei
npoBepku D11, OTKPBITHIX KIIFOUYEH WK CIIPAaBOYHUKOB OTKPBITHIX KJIHOUEH, TOHKHO OBITh
CepTU(UIHMPOBAHO IO KJIACCy, COOTBETCTBYIOIIEMY MPUHATON NOJIUTHKE OE30MAaCHOCTH.

4. J1ns oT3bIBa (BBIBOJIAa U3 JEHCTBUS) OTKPBITHIX KIHOUeH U Kitoueil mpoepku D11 1oikHbI
UCIOJIb30BATHCS CPENICTBA, TO3BOJISAIONINE IPOU3BECTU aBTOPU3ALIMIO OT3BIBAIOIIETO JINIA
(B 3THX LIENSAX MOXKET OBITh UCIOJIB30BAH CIHCOK OTO3BAaHHBIX CEPTHU(PUKATOB, 3aBEPEHHBIH
OI1 noBepeHHON CTOPOHBI).

5. Ilpu Be3OBe mpunoxenueM (pynkiun CK3U B npukiagHoM mporpaMMHOM oOecreueHUH
JI0JKHA OBITh IPEAYCMOTpPEHA MPOBEPKA KOJIa 3aBEPIICHUS BbI3bIBAEMOM (PYHKITUH.

Berpauanne CK3U B npyrue nporpaMMHBIE CPEJICTBA BO3MOXKHO TOJIBKO C UCIOJIB30BAHUEM
¢bynkuui, ykasaHHbix B Ilpmiokenun 2. B ciydyae MCmonb30BaHHsI NMPOYMX BBI30BOB (DYHKIMN
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nporpaMMHbIX uHTepdeiicoB (ypoBreil BcrpauBanusi) CK3U HeoOX0auMo MpOU3BOIUTE pa3padOTKy
ornenbHoro CK3M B COOTBETCTBHM C JCHCTBYIONIEH HOpPMAaTUBHON 0a30ii (B YacTHOCTH, C
[locranoBnenuem IIpaBurensctBa Poccuiickoii ®epepanuu ot 16 ampens 2012 r. Ne 313 u
[Tonoxxennem o pa3pa®oTKe, MTPOU3BOJCTBE, pealu3alUud U OKCIUTyaTalMy IMHQPOBATbHBIX
(xkpuntorpaduueckux) cpeacts 3ammthl nHpopmanuu (ITonoxkenue ITK3-2005)).

Pazpabotka nporpammuoro obecrneuenuss Ha ocHoBe CK3U «RCSP» MoxeT mpou3BoauThCs
0e3 co3nanus HOBbIX CK3U B citydae MCIoyib30BaHus BRI30BOB U3 TiepeyHs — [lepedeHb BHI30BOB.
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7 Ilpnaoxenue 2. [lepedyeHb BLI30BOB, HCIOJIb30BaAHNE KOTOPBIX

npu pa3padorke cuctem Ha ocHoBe CK3U «RCSP» Bo3mMo:kHO O€3

HOIMMOJIHUTECJIBHBIX TEMATHYCCKHUX I/ICCJICIIOBaHI/Iﬁ

Tabnuua 2 — [1epevyeHs BBI30BOB

DOyHKUUA

Onucanune

OrpanuyeHnusi Ha
HCIIO0JIb30BAHME
byHxunn

DOYyHKIUY HHULIMAJM3AIUN U HACTPOMKM NpoBaiigepa

CryptAcquireContext

®yuxkuns CryptAcquireContext
HCTIONb3YyeTCs Ul CO3/JaHus
JECKPHIITOpa KPUNTOIIPOBaiaepa
C IMEHEM KIFOUEBOTO
KOHTEHHepa, onpeaenéHHBIM
nmapamerpoM pszContainer

CryptReleaseContext

Oynkmus CryptReleaseContext
UCTIONB3YeTCS TSl yIalCHNS
JECKpHIITOpa
KpHUIITONIpOBaiiiepa, CO34aHHOIO
CryptAcquireContext.

CryptContextAddRef

YrpaBiser cHeTYMKOM
JACCKpUIITOPOB CO3JaHHOT'O
CryptAcquireContext.

CryptEnumProviders

IIepeuncnenue yCTaHOBICHHBIX
KPUIITOIIPOBAWIEPOB

CryptEnumProviderTypes

Ilepeuncnenue yCTaHOBIEHHBIX
TUTIOB KPUNTONPOBANWIEPOB

CryptGetDefaultProvider

ITonyueHne KOHTEKCTa
MpoBaiiziepa, yCTaHOBJIEHHOTO B
CUCTEME 10 YMOJIYaHHUIO

CryptGetProvParam @yukuus CryptGetProvParam
MOJTy4YaeT HapaMeTpbl
KpHITOINpOBaiinepa.

CryptSetProvParam Oyukmus CryptSetProvParam

yCTaHaBJIMBAET ITapaMETPhI
KPHIITONpOBaiiiepa.

FreeCryptProvFromCertEx

@DyHKIUS UCTIONB3YETCS IS
yIaJICHHs! IECKPUIITOpa
KPHIITOIPOBaiiiepa, CO31aHHOTO
CryptAcquireContext mmu gepes
CNG.
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OrpanuyeHnusi Ha

Dynkuns Onucanme HCII0JIb30BAHHE
byHxunn

CryptinstallDefaultContext, CryptSetProvider, DYHKIUH YIPABICHUS KOHTEKCTOM

CryptSetProviderEx, MpoBaiiiepa Mo yMOITIaHHUIO

CryptUninstallDefaultContext

(I)yHKIII/II/I resepauum u o0MeHa KJII049YaMu, CoO3J1aHHUE KOH(l)I/IprI/Ip()BaHI/Ie n yaajlcHue KJIYel

CryptGenKey Oynkmus CryptGenKey
TEHEpUPYET CllydaliHble
KpHITOrpadguaeckue KIrodH Win
KIIFOUEBYIO Tapy
(3aKPBITHII/OTKPHITHIN KITIOUH).

CryptReleaseContext Oynkmus CryptReleaseContext
HCTIONB3YeTCs Ui yIalICHHS
JeCKpUITopa
KpHUIITONIpOBaiiiepa, CO34aHHOIO
CryptAcquireContext.

CryptExportKey Oynkius CryptExportKey PaspemeHno sxcriopTupoBaTh
UCTIONb3yeTCs ATl IKCIIOpTa TOJIBKO OTKPBITBIE KIIFOUU
KpHIITOrpaduueckux Kiodei n3 (PUBLICKEYBLOB).

KIIFOYEBOTO KOHTEIHEpa
KPHIITONPOBaiiiepa, COXpaHssi UX
B 3AIIUIIEHHOM BHJE.

CryptGenRandom Oyuknus CryptGenRandom
3aronHsAeT Oydep crydaiiHpIMI
OarTamm.

CryptGetKeyParam Oynukmus CryptGetKeyParam

BO3BpallacT NapaMeTphbl KIro4a.

CryptGetUserKey Oynkmus CryptGetUserKey
BO3BpAIAET IECKPHUITOP OJHON
U3 JI0JTOBPEMEHHBIX KIIFOUEBBIX
1ap B KJIIOUEBOM KOHTEHHEPE.

CryptimportKey Oynxkius CryptlmportKey Pa3pemeno umMnopTupoBaTh
HCTIOJIB3YCTCA JId UMIIOpTa TOJIBKO OTKPBITHIC KITFOYHN
KpUNTOTpaUuecKoro Kitoua u3 (PUBLICKEYBLOB) npu
KITI04eBOTo 01002 B KOHTEWHED HYJICBOM 3HAYCHUH (DJIaroB.
KpUIITOIIPOBaliepa.

CryptSetKeyParam Oyukius CryptSetKeyParam Pa3periieHO HCIIOIB30BaHKE
yCTaHaBJIMBAET ITapaMeTPhl TOJIBKO CO CIIEAYIOIUMHU
KJIFOYa. CHMBOJIbHBIMH apTryMEHTaMH:

KP_CERTIFICATE,
KP_CIPHEROID,
KP_DHOID, KP_HASHOID.

@®yHknuu 00padoTkn KpunrorpapuyecKnx coo0IeHn i
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DOyHKUUA

Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

CryptSignMessage

Oynkmus CryptSignMessage
CO3JIacT X3 OTPEICICHHOTO
COJICPKAHUS, TOIITUCHIBACT X3 U
3aTeM MPOU3BOIUT 3aKOJUPOBAHUC U
TEKCTa UCXOHOTO COOOIIEHUS, U
MTOANKMCAHHOTO X3IIIa

CryptVerifyMessageSignature

DyHKUIHS
CryptVerifyMessageSignature
MIPOBEPSIET IEKTPOHHO-IIU(YPOBYIO
OAIMHUCH IIOAIIMCAHHOI'O COO6H1€HI/ISI.

CryptVerifyDetachedMessageSignature

OyHKUIUA
CryptVerifyDetachedMessageSignat
uré mMpoBEPACT NOANMCAHHOEC
coo0leHue, coaeprKaiiee
orcoenuneHnyto (detached) moamuce
WK MOAIIMCHU

CryptDecodeMessage

DyHKUUS 1EKOIUPYET,
paciugppoBBIBACT U IPOBEPSCT
CoO0O0IIICHIE

CryptDecryptAndVerifyMessageSignature

OyHKIMS JEKOAUPYET U IPOBEPSIET
CoO0O0IIICHIE

CryptEncryptMessage

O®yukuus CryptEncryptMessage
3amM(ppOBHIBAET U IPOU3BOIUT
3aKOIMPOBaHKE COOOIICHUS.
AYTEeHTHYHOCTH COOOIIICHUS HE
obecnieunBaeTcs.

CryptDecryptMessage

Oyukuus CryptDecryptMessage
MIPOU3BOJIUT PACKOJUPOBAHHE
pacmudpoBaHue COOOIICHUS.
[TpoBepka ayTeHTHYHOCTH
COOOIIEHNS HE IPOU3BOUTCS.

[Ipumeuvanue: He nonyckaercs
aBTOMATHYECKHI aHAIN3 pe3ynbTara
paboThl PYHKINH, HATTPABJICHHBIH Ha
MIPOBEPKY KOPPEKTHOCTH
coo0LIeHHUs.

CryptGetMessageCertificates

DyHKIUS BO3BPAIIACT XPAHUITHUIIE
cepTu(hUKaTOB U CIIUCKU
AHHYJMPOBAHHBIX CEPTU(UKATOB U3
COOOIIEHHUS

CryptGetMessageSignerCount

(DyHKIII/IH BO3BpalIacT KOJIUICCTBO
noAnrucCaBIINX COO6IIICHI/IC
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DOyHKUUA

Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

CryptHashMessage

DyHKIUS CO3/IACT XEIIUPOBAHHOE
cooOmenne

CryptSignAndEncryptMessage

OyHKIHA co30aeT NOANMCAHHOE U
3ammdpoBaHHOE COOOIICHNE

CryptSignMessageWithKey

OyHKIUS CO3AaCT MOANMCAHHOES
CcoOoO0IIIcHIE

CryptVerifyDetachedMessageHash

@OyHKIMS MpoBepsieT OTKPEIICHHBIN
X3II

CryptVerifyMessageHash

DyHKIUS TPOBEPSIET XSITUPOBAHHOES
cooO1ienne

CryptVerifyMessageSignatureWithKey

OyHKIYS IPOBEPSET IOJIMCAHHOE
coo0IeHue

CryptMsgCalculateEncodedLength

DyHKUHUA
CryptMsgCalculateEncodedLength
BBIYUCIISICT MAKCUMAJIbHOC
KOJIMYECTBO 0ANTOB, HEOOXOUMOE
JUTSL 3aKOJAUPOBAHHOTO
KpHIITOrpadueckoro coooueHus,
3aJ]aHHOT'O THIIOM COOOILCHUS,
rnapameTpamu KOJUpPOBaHUs 1 00IIeit
JUTUHOM UH(DOPMAIIUH, KOTOPast
JIOJDKHA OBITh 3aKOIUPOBAHA.

CryptMsgOpenToEncode

Oynukmus CryptMsgOpenToEncode
OTKpBIBAaET KpHUnTorpaduieckoe
coo0IIeHne IS 3aKOANPOBAHUS 1
BO3BPAIAET JIECKPHUIITOP OTKPBITOTO
coo01IeHNs.

CryptMsgOpenTo-Decode

Oynukmus CryptMsgOpenToDecode
OTKpBIBAaeT KpHUnTorpaduieckoe
coOo0IIeHNE ISt pACKOANPOBAHUS 1
BO3BPAIAET JIECKPHUIITOP OTKPBITOTO

coo0mIeHNs.
CryptMsgUpdate Oynkmus CryptMsgUpdate
TIOTIOJTHSET TEKCT
KpHITITOrpaduyecKkoro cooomeHus.
CryptMsgGetParam @Oyukuus CryptMsgGetParam

MOJTyJaeT mapaMeTp coOOIeHISI
ocJIe TOTo, KaK Kpurrorpadguyeckoe
cooOmieHne ObIIO PACKOAUPOBAHO
WM 3aKOJUPOBAHO.
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OrpanuyeHnusi Ha

®ynkuus Onucanue HCII0JIb30BAHUE
byHxunn
CryptMsgControl ®yukrms CryptMsgControl CryptMsgControl
BBITIOJTHACT KOHTPOJIBHOE ﬂef/'ICTBI/Ie.
CryptMsgClose ®ynukrms CryptMsgClose 3akpsiaer | CryptMsgClose

JIECKPHIITOP KpUNTOrpadhuueKoro
cooO0mIeHus.

CryptMsgDuplicate

®yuxkuus CryptMsgDuplicate
QyOIMpyeT AeCKpUITOp
KpHIITOrpaduuecKoro cooomeHus
IyTEeM YBEJINYCHHUS CUCTYHKA CCBUIOK

CryptMsgDuplicate

@DyHKUMH PAa0OThI ¢ AJITOPUTMAMH XeIIUPOBAHUS

CryptCreateHash Oyukius CryptCreateHash PasperieHo ucmonp30BaHme
MHHULUATM3UPYET AECKPUNITOP TOJIBKO CO CIICAYIOIUMHU
HOBOTO 00BEKTa (PYyHKIMN CHMBOJIbHBIMH apTyMEHTaMH:
XEIINPOBAHUS TIOTOKA JAHHBIX. CALG_GR3411,
CALG_GR3411_2012_256,
CALG_GR3411_2012_512,
CALG_GR3411_HMAC,
CALG_GR3411_2012_256_HMA
C,
CALG_GR3411_2012_512_HMA
C, CALG_SHAREDKEY_HASH.
CryptDestroyHash Oynkmus CryptDestroyHash

yransieT 00beKT (PyHKIUU
XCIIUPOBAHUS.

CryptDuplicateHash

Oyukmus CryptDuplicateHash
c031a€T TOYHYIO KOIHIO 00bEKTa
(bYHKIMH XSIUPOBaHUS, BKIFOYas
BCE ero IepeMeHHbIE,
ONpeNeIISIOIINe BHYTPEHHEE
cocTosinne 00bekTa pyHKIUU
XEUINPOBAHUSL.

CryptGetHashParam

Oynukmus CryptGetHashParam
BO3BpAILAET ITApaMeTPhl 00BEKTA
(YHKIMH XEIIUPOBAHKS U 3HAUECHHE
(GYHKIMH XEITUPOBaHMUS.

CryptHashData

®ynxnus CryptHashData nepenaér
JIaHHbIE YKa3aHHOMY OOBEKTY
¢GbyHKIHU

X3IIUPOBAHUA
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IIpaBuiia no/1b30BaHUS

oo

OrpanuyeHnusi Ha

DyHK1IUA Onucanue HCII0JIb30BaHHUE
pynkuun
CryptSetHashParam Oynkmus CryptSetHashParam Paspemeno ncrons3oBanme

YCTaHaBIMBACT MAPAMETPHI OOBEKTA
X3IINPOBAHUSL.

TOJIEKO C CUMBOJIEHBIMH
aprymentamu HP HASHSIZE,
HP_OID/KP_HASHOID,
HP_OPEN.

CryptSignHash

Oynkmus CryptSignHash
BO3BpAIACT 3HAYCHUE IIEKTPOHHOI
I (POBOI ITOIIHCH OT 3HAYCHUS
(YHKIMH XDIIMPOBAHHUS.

Pa3pemeno ucnons3zoBanue
TOJBKO C KITIOYEBBIMU
KOHTEHHEpaMH, MOTyICHHBIMA
paHee ¢ IOMOIIBIO BBI30Ba

CertGetCertificateContextProperty

n3 cepTuduKaTa, IPOBEPEHHOTO C
MOMOUIBIO (PYHKIIMU
CertVerifyCertificateChainPolicy

CryptVerifySignature

®yuxkuus CryptVerifySignature
OCYIIIECTBIISIET MPOBEPKY HDPOBOi
IIOAIIHNCH.

Pazpemeno ucnonaszoBanue

TOJIBKO C JIECKPUIITOPaMU KJIHOYEH,

MOJYYSHHBIX PaHEe C MOMOIIBIO
BBI30Ba
CryptimportPublicKeylnfo
(CryptlmportPublicKeyInfoEx) u3
cepTuduKaTa, HPOBEPEHHOTO C
MTOMOIIEI0 (DYHKIIUH
CertVerifyCertificateChainPolicy

@DyHKUMHU PadoThI ¢ cepTUPUKATAMHU, CIIMCKAMM AHHYJIMPOBAHHBIX CEPTU(PHKATOB, XPAHUJIMILEM CePTUPHUKATOB

CnuckM aHHYJTHPOBAHHBIX cepTUHHUKATOB

CertAddCRLContextToStore

OyHKIMS
CertAddCRLContextToStore
nobasisger kouTekcT COC B
XpaHWIHUINE CePTH(HUKATOB.

CertAddCRLLinkToStore

@DyHKIUS CO3/1aeT CCHUIKY Ha CIUCOK
aHHYJMPOBAHHBIX CEPTH(UKATOB B
JPYroM XpaHWINIIE

CertAddEncodedCRLToStore

OyHKIMS
CertAddEncodedCRLToStore
cosnaet kourekct COC u3
3akogupoBanHoro COC u nmobasisiet
€r0 B XpaHIIHUINE CePTU(HUKATOB.
OYHKIMS CO3AET KOMUIO KOHTEKCTa
COC nepen nobaBiieHHEM €T0 B
XpaHUJTHUIIIE.
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IIpaBuna noib30BaHus

CertEnumCRLsInStore

Oyukrusa CertEnumCRLsInStore
110JIy4aeT NEePBbIN WIN CIEAYIOIUN
COC B xpanmmme. Jta GyHKIUSA
UCIIONB3YeTCs B LIUKJIE JUIS TOTO,
YTOOBI TOCIIEJOBATEIBHO NOIYYUTh
Bce COC B xpaHuUIMIIE.

-

=m

CertFreeCRLContext

Oynkius CertFreeCRLContext
ocBoboxaaeT koutekcT COC,
YMEHBIIasi CYCTYMK CCHIIOK Ha
enunuily. Korma cueTyuk cchluiok
oOHysieTcs1, pyHKuus
CertFreeCRLContext ocBoOOXKIa€eT
MaMSTh, BBIICICHHYIO MO KOHTCKCT
COC.

CertCreateCRL Context

Oyuknus CertCreateCRLContext
co3naet koHTekcT COC u3
3axoaupoBanHoro COC. Co3naHHbli
KOHTEKCT HE NOMeIaeTcs B
XpaHunuine ceprudurkaTos. B
CO3JITaHHOM KOHTEKCTE (DyHKIUS
pasMenIaeT KOMUIO 3aKOANPOBAHHOTO
COC.

CertDeleteCRLFromStore

OyHKIUA yAanaseT CIIUCOK
aHHYJTHPOBAaHHBIX CEPTH()HUKATOB 13
XpaHWINIIA

CertDuplicateCRLContext

@yuxuus CertDuplicateCRLContext
nyomupyet konrekct COC,
YBEJINYUBAs CYETUUK CCHUIOK Ha
COC Ha equHHALLY.

CertFindCRLINnStore

®yuxkuus CertFindCRLInStore
HaxOJUT MEPBbIN WM CIIEYIOIIUN
koHTekeT COC B XpaHUIHUIIIE
cepTu(dUKaToOB, KOTOPBII
COOTBETCTBYET KPHUTEPHUIO TTOHCKA,
oTIpeseNsIeMOMy apaMeTpoM
dwFindType u cBI3aHHBIM C HUM
pvFindPara. Ota dpyHKImsa MOxeT
OBITH MCIOJIE30BaHA B IIUKJIE JUIS
Toro, yroosl Haiitu Bce COC B
XpaHuIuile cepTrudrukaTos,
Y/IOBIIETBOPSIIOIIHE 33/IaHHOMY
KPHUTEPHIO MTOUCKA.
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IIpaBuiia no/1b30BaHUS

oo

DOyHKUUA

Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

CertDeleteCertificateFromStore

OyHKIMS
CertDeleteCertificateFromStore
YZAANsAeT ONpeeICHHbBII KOHTEKCT
COC wu3 xpanwmia cepTudukaTos.

CertFindCertificateInCRL

@DyHKIUS OCYIIECTBIAET IMTONUCK
3aJJaHHOTO cepTH(UKaTa B CITUCKE
aHHYJIHMPOBAHHBIX CEPTH(HUKATOB

CertGetCRLFromStore

Oynkmus CertGetCRLFromStore
M0JIy4aeT NEPBBIN WIN CIENYOIMM
koHTeKcT COC mi1s onpeaeneHHoro
n3garens ceprudukara u3
XpaHunuia ceprudukaTon. Jta
(GYHKIMA TaKKe OCYLIECTBIACT
Bo3MOXxHYI0 nposepky COC.

CertSerialize CRLStoreElement

OyHKIUS cepuan3annuy CIHCKa
aHHYJIHMPOBAHHBIX CEPTH(UKATOB CO
CBOMMH CBOMCTBaMHU

Pacmiupennsbie cBoiicTBa cepruukara cnucka oro3sanubix (COC) cepruduxaros u CTL

CertGetCRLContextProperty

DyHKUIUA
CertGetCRLContextProperty
MOJIy4aeT pacIIMpeHHbIE CBOWCTBA
omnpeneneHHoro koutekcta COC.

CertSetCRLContextProperty

OyHKUIUA
CertSetCRLContextProperty
YCTaHaBJIMBACT paCIIMPECHHBIC
CBOMCTBaA OINPCACIICHHOT'O KOHTEKCTA
CocC.

CertGetCertificateContextProperty

OyHKUIUA
CertGetCertificateContextProperty
nosryyaeT HH(GOpMaIuio,
COJZIEPKAILYIOCS B PACIIMPEHHBIX
CBOMCTBaX KOHTEKCTa cepTu(UKaTa.

CertEnumCertificateContextProperties

OyHKIUA
CertEnumCertificateContextProperti
€S MO3BOJISIET [IEPEUNCITUTh
nH(OPMAIINIO, CONEPIKALTYIOCS B
pacuIMpeHHBIX CBOMCTBaX KOHTEKCTA
cepTuduKara.

CertSetCertificateContextProperty

OyHKIUA
CertSetCertificateContextProperty
yCTaHaBIMBAET PacIINpPEHHEIE
CBOMCTBA JIJIs1 OTIPEJIETIEHHOTO
KOHTEKCTa cepTu(durkara.
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IIpaBuiia no/1b30BaHUS

oo

DOyHKUUA

Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

CertEnumCRLContextProperties

[lepeuncnenue paciiupeHHbIX
CBOMCTB CIIMCKA aHHYJIHPOBAaHHBIX
CepTU(PHUKATOB

CertEnumCTLContextProperties

[lepeuncnenue paciiupeHHbIX
csoiictB CTL

CertGetCTLContextProperty

ITonyyeHue paclIMpeHHOr0 CBOWCTBA
CTL

CertSetCTLContextProperty

YcTaHOBKA pacIIUpEHHBIX CBOMCTB
CTL

CertAddCTLContextToStore

OyHKIMS
CertAddCTLContextToStore
nobasisger koutekcT CTL B
XpaHITUINE CePTH(HUKATOB

CertCreateCTLContext

O®ynkuus CertCreateCTLContext
CO3/1aeT KOHTEKCT 3aKOIUPOBAHHOTO
CTL. Co3maHHBII KOHTEKCT HE
MTOMEMIAETCS B XPaHUIIUIIE
cepruduraroB. yHKIU AeIaeT
konuto CTL B cozmanHOM
KOHTEKCTE.

CertDuplicateCTLContext

Oynkmus CertDuplicateCTLContext
nyomupyet konteker CTL,
YBEJIMYHBasi CYETYHNK CCHUIOK Ha
CTL na equnwmIy.

CertFreeCTLContext

Oyukuus CertFreeCTLContext
ocBoboxknaer kourekct CTL,
YMEHBIIIast CYETYNK CCHUIOK Ha
enuaUIy. Korma cueTymk cchuiok
o0HysieTcst, QyHKIUS
CertFreeCTLContext ocBoOOXaaeT
NaMSITh, BBIJICJICHHYIO TIO]] KOHTEKCT

CTL.

DOyHKUNH

padoThI ¢ cepTHPUKATAMH

CertAddCertificateContextToStore

OyHKIMS
CertAddCertificateContextToStore
I[06aBJ'I$ICT KOHTEKCT CCpTI/I(l)I/IKaTa B
XpaHujiuuie CepTI/I(I)I/IKaTOB.

CertAddCertificateLinkToStore

JloGaBnsieT cChUIKY Ha cepTH(UKAT B
JPYroM XpaHWINIIE
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IIpaBuiia no/1b30BaHUS

oo

DOyHKUUA

Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

CertAddEncodedCertificateToStore

OyHKIMS
CertAddEncodedCertificateToStore
CO3/1aeT KOHTEKCT cepTuduKara us3
3aKOJIMPOBAHHOIO CepTH(UKATa U
JO0ABIISCT €ro B XPAHUIIHIIEC
ceptuduraroB. Co3JaHHBIH
KOHTEKCT HE COJICPIKHUT HUKAKUX
PACIIUPEHHBIX CBOWCTB.

CertEnumcCertificatesInStore

DyHKUIHS
CertEnumCertificatesInStore
TOJTy4aeT NEPBbIN WIH CIAETYOUUN
cepTu(UKAT B XpaHHWIHIIE
cepTuuKaToB. OTa QYHKIHS
HCIOJIb3YETCS B LIUKJIE ISl TOTO,
YTOOBI ITOCIIEIOBATEIHHO TTOTyIUTh
Bce CepTH(UKATHI B XPaHHITHIIE
CepTU(HUKATOB.

CertFreeCertificateContext

Oynkmus CertFreeCertificateContext
0CBOOOXKIAeT KOHTEKCT
cepruduKara, yMEeHbIIas CYETIUNK
CCBUIOK Ha CIIVHUILY.

CertCreateCertificateContext

OyHKIMS
CertCreateCertificateContext
CO3J1aeT KOHTEKCT CepTHdHKaTa u3
3aKOMPOBAaHHOTO cepTH(dHKaTa.
Co31aHHbBINH KOHTEKCT HE
MTOMEIIAETCS B XPaHUIIUIIE
cepTuduraroB. B cozganHOM
KOHTEKCTe (PYHKITHS pa3Meniaer
KOTHUIO 3aKOJUPOBAHHOTO
ceprudukara.

CertDuplicateCertificateContext

OyHKIUA
CertDuplicateCertificateContext
JOyOnMpyeT KOHTEKCT cepTudukara,
yBEJIMYHBasi CYETYHMK CCHUIOK Ha
eIMHHUILY.

CertFindCertificateInStore

@ynxnus CertFindCertificateInStore
HAaXOJUT MEPBbIM UM CIAEAYIOLUI
KOHTEKCT cepTudukara B
XpaHWIUINE CePTH(PHUKATOB, KOTOPHII
COOTBETCTBYET KPUTEPUIO TIOUCKA,
OIpeNIeNIIEMOMY ITapaMeTPOM
dwFindType u cBsI3aHHBIM ¢ HUM
pvFindPara.
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oo

DOyHKUUA

Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

CertDeleteCertificateFromStore

OyHKIMS
CertDeleteCertificateFromStore
YAaJIAET ONPEAEICHHBI KOHTEKCT
CepTI/I(l)I/IKaTa N3 XpaHWIniia
CCPTU(PUKATOB.

CertGetSubjectCertificateFromStore

OyHKIMS
CertGetSubjectCertificateFromStore
MOJTy4aeT KOHTEKCT cepTu(uKaTa u3
XpaHujnia CepTI/I(l)I/IKaTOB,
OJHO3HAa4YHO OHpe,HeJISIeMLIﬁ €ro
U31aTcJIEM U CepHﬁHLIM HOMCEPOM

CertGetlssuerCertificateFromStore

[Mouck ceprudurkaToB u3naremneit
3aJaHHOTO cepTH(dUKaTa

CertGetSubjectCertificateFromStore

[Mownck ceprudukara mo cepuitHOMy
HOMEpY M U3JATEII0

CertGetValidUsages

ITouck nepeceuenus KeyUsage nins
MaccuBa cepTH(HUKATOB

CertSerializeCertificateStoreElemene

Cepuanuzanus dJeMeHTa
XpaHIIUIIA

CertComparePublicKeylInfo

OyHKIMS
CertComparePublicKeylInfo
CpaBHHMBACT JBa OTKPLITHIX KJIHOYa U
OIIPCACIIACT, SABJIAIOTCA JIM OHU
UACHTUYHBIMU

CertFindExtension

Oynkmus CertFindExtension
HAaXOJUT PaclIUPEHUE B MaCCUBE
BO3BpAIlIAeT yKa3aTesb Ha HEro.

CertGetPublicKeyLength

dyuxknus CertGetPublicKeyLength
BO3BpallacT AJIMHY KJIOYa B ourax.

CertGetIntendedKeyUsage

Oyukius CertGetlntendedKeyUsage
MOJTy4aeT Ha3HAYCHHE KITF0Ya U3
ceprudukara

CertCompareCertificateName

OyHKIUA
CertCompareCertificateName
CpaBHHUBAET JBa CepTUHUKATA U
OTIPEIeIISIeT, SIBIISIOTCS JIM OHU
HUJCHTHYHBIMH.

OxoHHBIC PYyHKIHH
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oo

DOyHKUUA

Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

CertSelectCertificate

OTtobOpakeHue quanora BEIOOpa
cepTUdUKaTa 10 3aTaHHBIM
KPHUTEPHAM

CryptUIDIgCertMgr

OTtobOpakeHHe quanora yupaBIeHUS
cepTudUKaTaMu

CryptUIDIgSelectCertificate

OtoOpaxeHue auaiora BeIOopa
ceptuduKara

CryptUIDlIgSelectCertificateFromStore

OtoOpaxeHue auaiora BeIOOpa
cepTu(UKaTa U3 XpaHUIUIIA

CryptUIDIgViewCertificate

OtoOpaxeHue auanora co
CBOMcTBaMH cepTuduKara

CryptUIDIgViewContext

OTtobOpakeHue cepTupUKaTa, CIIHCKa
AQHHYJIMPOBAHHBIX CEPTH(HUKATOB
nmu CTL

CryptUIDIgViewSignerinfo

OtoOpaxeHue auaora ¢
nHpopMmanueii o HoAmUcaBIIEM

CertSelectionGetSerializedBlob

Cepuanuzauus ceprudukara u3
CTPYKTYPBI, HCIOJIB3YeMON st
0TOOpaKeHHUS

GetFriendlyNameOfCert

[Ipeobpa3oBanue nmMeHN
cepTu(HKaTa K «IUTAEMOMY» BHUILY

DOyHKIHMH NPOBEPKH LEN0YeK

CertVerifyCertificateChainPolicy

OyHKUIUA
CertVerifyCertificateChainPolicy
HPOBEPSET LETNOYKY CepTH(HUKATOB
Ha JOCTOBEPHOCTD, BKJIIOYasA
COOTBETCTBUE KPUTEPUIO
HCTUHHOCTH.

CertGetCertificateChain

Oyukiust CertGetCertificateChain
CTPOUT IIETIOYKY CEPTU(PHUKATOB,
Ha4MHAs C TIOCIEIHEr0 cepTuduKaTa,
B 00paTHOM HaINpaBIICHUH 10
JIOBEPEHHOTO KOPHEBOTO
cepTuduKara, €Ciid 3T0 BO3MOXKHO.
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oo
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Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

CertFreeCertificateChain

Oynkmus CertFreeCertificateChain
0CBOOOXKIAET IICTIOUKY
cepTu(UKATOB MyTEM YMEHBIICHHS
cueTyrKa CChlIOK. Ecu cueTunk
CCBUIOK PaBEH HYIIIO, TO MAMSTh,
BBIJICJICHHAS TTO]T I[CTIOYKY,
0CBOOOKIaETCS.

CertCreateCertificateChainEngine

DyHKUHS
CertCreateCertificateChainEngine
CO3J1a€T KOHTEKCT
HCERTCHAINENGINE, xotopsrif
NI03BOJISIET U3MEHSTh [TapaMeTPhl
MEXaHU3Ma IIOCTPOEHUS LETIOYKU
ceptudukaros. [Tozsomser
OrPaHUYUBATH MHOXKECTBO
JIOBEPEHHBIX CEPTH(HUKATOB.

CertFreeCertificate-ChainEngine

OyHKIMS
CertFreeCertificateChainEngine
OCBO60)KZ[aeT KOHTCKCT
HCERTCHAINENGINE.

CertCreateCTLEnNtryFromCertificateContextProper

ties

Cosmanne CTL Ha ocHOBE CBOMCTB
aTpuOyTOB KOHTEKCTA CepTU(hUKATA

CertDuplicateCertificateChain

JyonupoBaHHe KOHTEKCTA IETIOYKH.

CertFindChainInStore

q)yHKLII/Iﬂ MOCTPOCHUS LICTIOYKH I10
3aJaHHBIM KPpHUTECPUAM U3
XpaHuJIuia

CertFreeCertificateChainList

q)yHKLII/IFI OCBO60)KI[CHI/I$I MaccuBa
HEIOYECK

CertlsValidCRLForCertificate

OYHKIUS TPOBEPKH HATAYIHS
CepTU(UKATa B CIIUCKE
AHHYJINPOBAHHBIX CEPTH(PHUKATOR

CertSetCertificateContextProperties
FromCTLEntry

VYcTaHOBKa CBOWCTB B KOHTEKCT
ceprudukara Ha ocaoBe CTL

Pacmmupennsie cBoiicTBa ceprupurkara (EKU)
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Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

CertGetEnhancedKeyUsage

OyHKIMS
CertGetEnhancedKeyUsage
ory9yaeT HHQpOpPMaIiio o
pacuIMpeHHOM HCTIOJIb30BaHUH
KJIFOYa U3 COOTBETCTBYIOIIETO
pacuIMpeHust WM U3 PaCIIUPEHHBIX
CBOMCTB cepTu(HKaTa.
PacmmpenHoe ncnonp3oBaHue
KIIFO4a CITY’>KUT IPU3HAKOM
IIPaBOMEPHOTO UCIIOJIb30BAHHS
cepTuduKara.

CryptAcquireCertificatePrivateKey

OyHKIMS
CryptAcquireCertificatePrivateKey
MIOJTy4aeT ACCKPUITOP
HCRYPTPROV u napamerp
dwKeySpec mis onpeneieHHOTo
KOHTEKCTa cepTU(HKATA.

@®yHKuHMH padoThl ¢ MIEHTHPUKATOPAMHU

CryptFindOIDInfo

®yuxkuus CryptFindOIDInfo
HOJTy4aeT IepBYIO
HpeIoNpeIeICHHYI0 WIH
3apEerHCTPUPOBAHHYIO CTPYKTYPY
CRYPT_OID_INFO,
COTJIACOBAHHYIO C OIPE/ICIICHHBIM
THIIOM KJIF0Ya M C KITFOYOM.

CryptEnumOIDInfo

[lepeuncienne 3aperucTpUpPOBAHHBIX

UJIEHTU(HUKATOPOB U TOJIy4eHHE
uH(OpMALIUK ISl HUX

@yHkumuu padoThl ¢ XpPaHUJIHILEM

CertOpenStore

Oyukuus CertOpenStore OTKpbIBaeT
XpaHWIHUIIE cepTH(HUKATOB,
UCTIONB3YS 3alaHHBINA THII
npoBaiiaepa.

CertDuplicateStore

Oynkmus CertDuplicateStore
QyOIMpyeT AeCKpUITOp XpaHWIHIIA,
YBEJIMYMBasi CYETYNK CCHUIOK Ha
XpaHWINILA HA €JUHUILY.

CertOpenSystemStore

Oynkuus CertOpenSystemStore
UCIIONB3YEeTCS AJISL OTKPBITHS
HanboJIee YacTo MCHOIb3yEeMbIX
XPaHWIINIL CePTU(HUKATOB.
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IIpaBuiia no/1b30BaHUS

oo

DOyHKUUA

Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

CertCloseStore

Oynkmus CertCloseStore 3akpbiBaeT
JECKPHUIITOP XPaHUIIUIIA
cepTU(UKATOB M yMEHbIIACT
CUETYHK CCBHUIOK Ha XpaHWINIIA Ha
eIMHHLLY.

CertAddStoreToCollection

JobaBneHne XpaHHUIHIIA B
KOJUIEKIIHIO

CertControlStore

YcraHoBKa HOTHOUKALMN TPU
Pa3IHYMAX B 3aKEIINPOBAHHOM
XpaHWTHIE U HU3TIECKOM
XpaHWIHIIE

®DYHKLUUM, Ucnofib3yeMble Afisl PaboThbl C OTKPbITLIMU AaHHbIMU

N o6beKkTammn

CryptimportPublicKeyInfoEx2

OyHKIMS
CryptimportPublicKeyInfoEx2
AMIOPTHPYET HHPOpMALHIO 00
OTKpbITOM Kitoue B CNG u
BO3BPAILAET IECKPHUIITOP OTKPBITOTO
KJIFOYa.

CryptimportPublicKeylInfoEx

OyHKIMS
CryptimportPublicKeyInfoEx
AMIOPTHPYET HHPOpMALHIO 00
OTKpbITOM Kitoue B CSP u
BO3BPAIAET JIECKPHUIITOP OTKPBITOTO
KJII0Ya.

CryptimportPublicKeylnfo

Oyukmus CryptimportPublicKeylnfo
npeoOpa3oBEIBACT U UMIIOPTUPYET
HHPOPMALIHIO 00 OTKPHITOM KIIFOYE B
npoBaiiJiep U BO3BpaliaeT
JIECKPHIITOP OTKPBITOTO KII0Ya.

CryptExportPublicKeylnfoEx

OyHKIMS
CryptExportPublicKeylInfoEx
SKCIOPTHPYET HHpOpMALHIO 00
OTKpPBITOM KIJIIOYE, CBA3aHHYIO C
COOTBETCTBYIOIIUM CEKPETHBIM
KJIIOUOM IpoBaiiaepa.

CryptExportPublicKeylnfo

®ynxuus CryptExportPublicKeyInfo
9KCTIOPTHPYET HH(OpMALUIO 00
OTKpPBITOM KJIIOYE,
ACCOLIMMPOBAHHYIO C
COOTBETCTBYIOIIUM CEKPETHBIM
KJIIOUOM TMpoBaiiepa.
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oo

DOyHKUUA

Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

CertCompareCertificate

Oynkmus CertCompareCertificate
CpaBHHBAeT JiBa CePTU(HKATA UL
TOT0, YTOOBI ONPENEIIUTD, SBIISIOTCS
JI OHU WICHTHYHBIMU.

CertComparelntegerBlob

Oynkmus CertComparelntegerBlob
CpaBHHBAET J(Ba [IEJIOYUCIICHHBIX
61o0a I oTIpenieIeHus TOTo,
NPENCTaBISIOT I OHH co00#t Ba
PaBHBIX YHCIIA.

CryptExportPublicKeylnfoFromBCryptKeyHandle

OkcmopTupyeT HHGOPMAITHIO 00
OTKpPBITOM KIIIOYE,
ACCOLMMPOBAHHYIO C
COOTBETCTBYIOIIIUM CEKPETHBIM
KJIIOUOM TpoBaiiepa.

CryptDecodeObject

Oynkmus CryptDecodeObject
UCIIONB3YIOTCS JUTS IEKOXUPOBAHUS
cepTU(UKATOB, CIIICKOB
AHHYJIUPOBaHHbBIX CEPTHHUKATOB

(COC) u 3anpocoB Ha CEPTUPHUKATHIL.

CryptDecodeObjectEx

Oyukmus CryptDecodeObjectEx
UCIIONB3YIOTCS JUTS IEKOXUPOBaHUS
cepTU(UKATOB, CIIHCKOB
AQHHYJIUPOBAHHBIX CEPTHHUKATOB H
3arpocoB Ha cepTU(UKATHI

CryptEncodeObject

Oynkmus CryptEncodeObject
UCTIONB3YIOTCS U KOAUPOBAHUS
cepTU(HUKATOB, CIIMCKOB
AHHYJIMPOBaHHbBIX CEPTH(HUKATOB

CryptDecodeObiject

Oyukmus CryptDecodeObject
HCIIONB3YIOTCS TS IEKOIUPOBaHUS
cepTU(HUKATOB, CIIMCKOB
AQHHYJIMPOBaHHbBIX CEPTH(HUKATOB

(COC) u 3anpocoB Ha CePTUPHUKATEIL.

CryptDecodeObjectEx

Oynkmus CryptDecodeObjectEx
UCTIONB3YIOTCS TS IEKOUPOBAHUS
cepTU(HKATOB, CITUCKOB
AQHHYJMPOBAHHBIX CEPTH(UKATOB U
3aIpoCcoB Ha CEPTH(HUKATHI U
3arpocoB Ha CePTU(HUKATEL

CryptEncodeObjectEx

®ynxuuns CryptEncodeObjectEx
HCTIONB3YIOTCS TSl KOAUPOBAHUS
cepTU(UKATOB, CIIMCKOB
AQHHYJIMPOBAHHbBIX CEPTH(HHUKATOB U
3arpocoB Ha CepPTU(HUKATHI.
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DOyHKUUA

Onucanune

OrpanuyeHnusi Ha
HCIO0JIb30BAHME
byHxunn

IHonyyeHue 00beKTOB M3 yAAJ€HHBIX HCTOYHUKOB

CryptRetrieveObjectByUrlA

DyHKUHS
CryptRetrieveObjectByUrlA
MoJTy4aeT 00beKT HHPPACTPYKTYPHI
OTKPBITHIX KITFOUCH M0 3alaHHOMY
URL.

CryptRetrieveObjectByUrIW

®ynkuus CryptRetrieveObject-
ByUrlW sgnstercst unicode Bepcueit
GbyHKIHMU
CryptRetrieveObjectByUrlA.

JonosiHuTebHBbIC QPYHKIIUU

CryptBinaryToString

@OyHKIUS IEPEBOUT IBONIHYIO
CTPOKY B cTpoky Base64/HEX.

CryptStringToBinary

@DyHKIUS IEPEBOJUT CTPOKY
Base64/HEX B 1BOWYHYIO CTPOKY.

CertFindAttribute

@OyHKIMS TPOU3BOAUT MTOUCK
aTpubyTa cepTuduKara 1o
uaeHTU(HUKATOPY.

CertGetNameString

OyHKIYS OJTy4aeT UM BiaJeibla
WM U3JaTes CepTU(HUKATA.

CertNameToStr OyHKIUS TPOU3BOIUT
packoaupoBaHue UMeHU U3 ASN
ctpykrypsl B DN (RFC1779).

CertSaveStore OyHKIUS IPONU3BOIUT 3aITHCh

XpaHWINIIA cepTU(GHUKATOB (BKIIIOUAs
CITIMCKH OTO3BAHHBIX U JIOBEPEHHBIX
CEpTU(HKATOR) B BUJIC CTPYKTYPHI
PKCS#7 nnm OunapHOTO AaMIia B
TAMSATh WA Bai.

CryptFindCertificateKeyProvinfo

DyHKIHMS OCYLIECTBISET MOUCK
3aKPBITOTO KIII0YA,
COOTBETCTBYIOLETO OTKPBITOMY
KJIFOUy cepTuguKara.

CryptHashPublicKeylInfo

Oynkuus ocymectsiger ASN1
KOAMPOBAHHUE U XEIIUPOBAHHUE

CTPYKTYpHI
CERT_PUBLIC_KEY_INFO
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8 Pab6ora ¢ nporokosoM TLS

B cocraB CK3U «RCSP» Bxonut peanuzanus nporokoia TLS (RTLS) Bepcun 1.0.

8.1 Ucnojib3yemMble CTAaHIAPTHI

Peamuzanms RTLS COo3aaHa B COOTBETCTBHHU CO CICAYIOIIMMHU HOPMATUBHBIMH JOKYMCHTAMU

— RFC 2246 «The TLS Protocol. Version 1.0».

— «Additional of GOST Ciphersuites to Transport Layer Security (TLS) » — monosinenue
cnenudukanuu RFC 2246 B yactn npuMmeHeHus: POCCUIICKUX aITOpUTMOB.

— Cneuundukarus Microsoft Security Service Provider Interface (MS SSPI).

8.2 dyHkuumn

RTLS BeinmonusieT crneayoomue kKpuntorpadguueckrue GyHKIUH:

— JIBYCTOPOHHIOIO ¥  OJHOCTOPOHHIOIO  ayTCHTU(UKAIMIO TMPWIOKCHUH TMPU KX
B3aMMOJICHCTBHUH 110 KaHAJIaM CBSI3M C UCIIOJIb30BaHUEM NIPpokosioB TLS Bepcunm 1.0;

— renepauuio u nposepky JI1 B coorBercTBuu ¢ 'OCT P 34.10-2001,

— mudpoBanue u pacuuppoBanue JaHHbIX B cootBeTcTBUU ¢ ['OCT 28147-89;

— HMHUTO3AIINTY NepeJaBaeMbIX JaHHbIX B coorBeTcTBHH ¢ [[OCT 28147-809.

8.3 TpeOoBaHusl M0 UCMOJIb30BAHUIO

Z[J'ISI HCIIOJIBb30BaHUA O,HHOCTOpOHHCﬁ ayTeHTI/I(l)I/IKaI_II/II/I HCO6XOI[I/IMO WHULINAJIN3UPOBATDH
pa60Ty ¢ SSPI ¢ wucnonp3oBaHHEM KIMEHTCKOTO CepTI/I(I)I/IKaTa. be3 ncnonp3oBaHUsS KIMEHTCKOTO
CepTI/I(I)I/IKaTa 6y)ICT NoAACPKUBATHCA OAHOCTOPOHHSA aYTeHTI/I(l)I/IKaL[I/IH. CJ'ICI[yeT YUYUTBIBATH, YTO
npu OHHOCTOpOHHeﬁ ay'TeHTI/I(l)I/IKaI_II/II/I He o0OecreunBaeTCs aYTeHTI/I(l)I/IKaLII/ISI CTOPOHBI, HC
Hpe,[[OCTaBJ'IHIOH_Ieﬁ CepTI/I(l)I/IKaT, B CBA3U C YEM BO3MOJKHBI ATaKH HA MMPOTOKOJI 3allIUTHI.

Hcnonb3yembie cepTUhUKATHI JOKHBI OBITH JTMOO MPOBEPEHBI C UCHOIb30BaHUEM (DYHKIIUH
MS CryptoAPI, nu6o npu nHunmanmzanuu padotel ¢ SSPI nomkHO OBITH 33JjaHO HCIOJIb30BAHUE
MIPOBEPKU HCIOIB3YEMbIX KIUEHTCKUX U cepBepHbIX cepTudukaroB B RTLS. JletanbHoe omucanue
npuseneHo B MSDN.

[IpunokeHneM AOKHBI 00ecTIeunBaThCS MpoBepka cepTudukaroB B coodmenusx Certificate
u CertVerify, mpoBepka 12 06aiiT B coobmenusix Finished xnmenta u cepBepa, SBISIONINXCA
MMUTOBCTaBKaMU K MH(OpPMAIIMKM BCETO UAanora KIHMEHT-CepBEP B MPOIECCEe YCTAHOBIEHUSI CECCHH,
KOHTPOJIb COOTBETCTBUS UMEHU KiMeHTa (cepBepa) IP-aapecy, mo KoTopoMy yCTaHOBJIEHA CECCHSI.

Heo6x0a1Mo mpoBepsITh KOJIbI BO3BPATOB MCIIOJIb3YEMbIX (DYHKIIMHA.
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9 KoHTpoJ1b 1EJIOCTHOCTH

9.1 O6mue TpedoBaHMS

Jns npenorBpamenus BHeceHuss B CK3U um o6mecucremroe IO wuckakeHuid T0JDKEH
MIPOBOIUTHCSI KOHTPOJIb IIEJIOCTHOCTH YCTaHOBJIEHHOTO Ha [I9BM mnporpammHoro obecrieueHus.

[Ipu wucnonszoBanun CK3W no ximaccy KCI1 KOHTpOJb IEIOCTHOCTH MMEPUOIAYECKH
MIPOBOAMTCS C TOMOUIBIO IPOrPaMMHOTO MOAYJs, BXoasiero B cocraB CK3U.

[Ipu wucnonwszoBanuu CK3UW no kmaccam KC2 um KC3 KOHTpoib 1LEIOCTHOCTH JOJKEH
OCYIIECTBIAThCA TIpH 3arpy3ke DBM c momomisto ceptudunupoBannoro ®Ch Poccun anmaparno-
MIPOrPaMMHBIM MOZYJISl JOBEPEHHOM 3arpy3KH.

Ecnu B pe3ynpTaTe KOHTPOJS IIEIOCTHOCTH TOSIBISIETCS COOOIICHHS O HapylIeHUU
LEJIOCTHOCTU KOHTpoJupyemoro ¢aiiia, moab30BaTellb 00s3aH MPEKpaTUTh paboTy u oOpaTUThCS K
aJIMMHHUCTPATOPY OE€30MaCHOCTH.

AnmuHHUCTpaTOop 0€30MAaCHOCTH, MPOAHAIM3UPOBAB MPUYHHY, MPUBEIIIYI0 K HapyHICHHIO
LIEJIOCTHOCTH, A0JbKeH nepeyctanoBuTh 110 CK3U, unu daiinbl onepannoHHON| Cpeibl.
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IlepeyeHb TEPMHHOB U COKPAIlleHUI

JCH JaTuuk cny4aiiHbIX Ynhcesn

HXM]T Hakonwnrenpb Ha )XECTKUX MarHUTHBIX JTHUCKaX

HCI HecaHkmoHMpPOBaHHBIN JOCTYIT

ocC OneparmoHHas cucreMa

ITAK IIporpamMHoO-anmapaTHbIi KOMILIEKC

IKACY IIporpaMMHO-KJIaBHaTYPHBIN JATYMK CIIyYaHBIX YACET
1o [IporpamMHoe obecnieueHme

[I10 [IpuknamHoe mporpaMMHOE 00ECIICUeHUE

II5BM IlepcoHanbHas 3I€KTPOHHO-BHIYMCIUTEIbHAS MaIlTHHA
CK3H1 Cpencree KpunTorpapuieckoi 3amuThl HHPOPMAIHH
COC Criicok 0TO3BaHHBIX CepTH(HUKATOB

COK Cpena (hyHKIIMOHUPOBAHUS KPHIITO CPENICTBA

Y Y nocToBepsiroLni UEHTP

IIYKC LenTp ynpaBneHus KI04eBoi cUCTEMOit

OBM ONeKTPOHHO-BBIYUCIUTENbHAS MallliHA

oIl OneKTpoHHas MOANNCH

API Application programming interface

HDD Hard (magnetic) disk drive

SSPI Security Support Provider Interface

TLS Transport layer security

uSB Universal serial bus
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